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Abstract

This work presents an intelligent system for fadiignosis in automotive applications. The
system is proposed to handle faults in a runnimgasavell as in a car which is in the process of
being developed. The main goal of this work is$e the vast knowledge previously acquired by
system experts, to visualize, localize and fixudtfan any of the life phases of a car. The exgtin
technigues and systems which are in use for faatjndsis are investigated. There is no system
which can be used in all of the phases of a carTifie newly proposed system, which will be
discussed in this study, overcomes this limitatiofiotainment system in automotive areas is a
new area of development. This system is adaptedetmew infotainment system requirements.
Optimized techniques in different stages in faaldiing argoroposed. Probable fixing solutions
are provided for a fault by making use of the lateshnologies. The quality of the results is
assessednd the importance and appropriateness of the mystgpecially for automotive
infotainment system is demonstrated.
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Chapter 1

Introduction

Fault diagnosis has become a very important areasgfarch during the last decade due to the
advancement of mechanical and electrical systenmglumstries. The automobile is a crucial field
where fault diagnosis is given a special attentldue to the increasing complexity and newly
added features in vehicles, a comprehensive stadytd be performed in ordés achieve an
appropriate diagnosis model.

A diagnosis system is capable of identifying thdttof a system by investigating the observable
effects (or symptoms). The system is referred tontdligentif it can provide similar diagnosis
results as a humaexpertcould for the same fault. The Intelligent Systertegarizes the fault
into a diagnosis class and identifies a probablse®ased on the supplied fault symptoms.

The development of diagnosis classes is done byngalse of previous experience, knowledge
or information within an application area. The reszgey information used may come from
several sources of knowledge, such as from systatyss.

In previous work many approaches have been proptsatevelop a diagnosis system. For
example, Artificial Intelligence (Al) can contriceitto the design of a fault detection and
diagnosis system. An appropriate approach to huplén Intelligent System is chosen based on
the nature of application knowledge.

The aim of this work is to develop an Intelligengs®&m to diagnose faults. The complete
Infotainment & Multimedia System of a vehicle isosken as an application of the Intelligent
Diagnosis System.

An appropriate scheme to describe faults in Infotent & Multimedia must be formulated in
order to realize them. A thorough investigationr@btainment & Multimedia system should be
performed to obtain the knowledge or informationwatithe system.

A fault classification model should be built basgzbn the system knowledge and experience.
When the diagnosis system is provided with a féiustearches for a similar fault. Then it decides
whether or not the fault has already been obsetvetbcate the exact cause. The system
compares thenput symptomswith the already stored symptoms. Then a probablese is
identified. To be more exact about the fault theteyn user could be asked some additional
guestions.

An investigation needs be carried out to deterrtiireeform of the output of diagnosis (diagnosis
statement). One additional feature of the Intelliig8ystem is to advise the user on how to fix the
fault.
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Once the system is developed it has been testedadiddted. A comparison has been made with
an existing diagnosis system to evaluate the npeélthis study’s system.

Automotive infotainment system is growing rapidiyore and more technologies and devices are
integrated into the system. The main advantagewéldping an Intelligent Diagnosis System for

Infotainment & Multimedia is that human knowledgencbe integrated into a machine. The

system knowledge and its normal and faulty behavese known by some experts in the area.
Those experiences are to be formulated in the mydté&ke a human expert, who can locate and
advise about a fault when the symptoms are proyithedntelligent system can also do the job in

an efficient way.

Until the last few years, automotive devices weeenty developed using CAN technology. Due
to the slow speed of data transfer in CAN netwgdngrally up to few hundred Kilo Bytes per
second), a new technology named as MOST was intemtlu~or the last few years, more and
more technologies including Navigation, Multi MediRlayer have been integrated into the
MOST system. Use of MOST results in high speed ttatasfer (generally up to 25MByte per
second).

To the best of our knowledge, there is not anytfdidgnosis system which can handle new
automotive systems. The complexity of this new aystgrows day by day. This makes it
essential to build an efficient diagnosis systerne Bim is to develop a new fault diagnosis
system which will be able to handle the faultshef hew devices and systems based on MOST.

So far all the diagnosis systems in the automadinea were developed based mainly upon the
faults experienced during normal uses on streétmelns the diagnosis system is used in a
completely developed automotive system. But thistesy is useful in any of the phases of
automotive development, from planning to street use
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Chapter 2

Related Work

In this chapter an overview of available literatarefault diagnosis is provided so as to design
and model an optimized fault diagnosis system fibomotive infotainment systems.

2.1  Definitions of Common Terms

A fault can be defined as an abnormal condition that saa$enctional unit to fail to perform its
expected behaviors. A fault occurrence is relabeskveral factors. The unexpected behaviors are
visible to a user by somgymptoms Fault diagnosis is the investigation of the ielahip
between the factors, faults and symptoms.

2.2  Necessity of Automated Fault Handling

The importance of automating the process of faahdiing and fault diagnosis is immense.
Automated fault diagnosis process has many advasitag

* The system designers receive exact feedback alyfitem behaviors.

* Human knowledge can be integrated into a machihe. system knowledge and its normal
and faulty behaviors are known by some experthénarea. Those experiences are stored in
the diagnosis system. Thus the knowledge can Isewed.

* A human expert of a system can advise on how teesalfault. Similarly, an intelligent
system can also do the same job when the symptbenaalt are provided.

» Possible problems are identified much earlier endsign process [48].

2.3 Infotainment System Description

In this section the Infotainment and Multimediateys, its components and their interfaces are
described.

2.3.1 Database System

All the Infotainment & Multimedia faults are storéa a database. This database is one of the
main sources for acquiring knowledge to utilizethe I ntelligent System forFault Diagnosis
(ISFAD). Information and experience stored in thatattase are not well formatted. This
necessitates @omprehensive study and analysis of the existingdse system.
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2.3.2 Infotainment Architecture

The infotainment system can be characterized ast@bdted, heterogeneous hardware/software
system, which provides functionalities and servicethe customer via the interaction of several
devices. The hardware components are interconnbgtsthndardized car networks (e.g. MOST,
CAN bus) and by wireless communication channels @uetooth).

An overview of the main components of Infotainmé&ntMultimedia in a passenger car is
presented below:

Head Unit

Head Unit (HU) is regarded as the master in thevoidt. It contains one or more CPUs. The HU
has at least one CPU for real time communicatiapgses (e.g. infotainment gate way) and at
least one CPU for the user interface to interatt wfotainment applications (Main CPU).

Infotainment & Multimedia Gateway

Infotainment & Multimedia Gatewagontains at least a CPU (Gateway CPU) for real time
communication with other peripheral components likemory, CAN transceivers, MOST
transceiver and other components. The gateway GPtbnnected to the Main CPU with an
internal bus. As The Main CPU is not connectedatliye¢o the MOST command/control channel
and the CAN network, all messages from the Main GBUhe outside world are sent and
received over the gateway CPU.

HU

Main Gateway
CPU CPU

Figure 2.1: Head Unit Processors
CAN Network

One of the main tasks of HU is to control the basibicle functions. The gateway is not
connected directly to the control units of vehitlactions. It is connected to the Central Gateway
(it manages the other CAN (Controller Area Netwank}works in the vehicle) by a high speed
CAN (Backbone CAN). The HU is connected with the -BAN. Some control devices on the
HU-CAN communicate only with the HU. There are sootiger devices for which the messages
are only routed through the gateway from the HU-CNhe Backbone-CAN and vice versa.
The CAN messages and signals are specified in soatices.

10
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MOST Network

MOST (Media Oriented System Transport) is a higeespnetwork, which connects infotainment
components with the central unit (HU) through tlagegvay. It is a closed-loop network. The
gateway must be able to handle command/controlafat¥#0ST.

A MOST device is a physical entity which may incuchultiple functional components. These
components are called Function Blocks (FBlock). Erample, the MOST device Rear Seat
Entertainment (RSE) consists of several FBlocks hsuas MultiMediaPlayer,
HeadPhoneAmplifier, and Auxiliarylnput etc. An FBlois identified with special ID names
such as FBlockID.

In a MOST system, a specific FBlock may exist mtivan one time. To avoid any conflict
among them, each FBlock is assigned with an instadentifier referred to as InstiD. The
combination of FBlockID and InstID makes an entityique for addressing. This is termed as
functional address. An FBlock consists of manycfions, like Mute, Volume, Allocate etc in
MOST FBlock HeadPhoneAmplifier. In order to distiigh between different functions, every
function has its own Identity which is called FktID

With the help of a function, certain operations peeformed on respective properties or methods.
The kind of operation is expressed by OPType, &tayt, Get, StartResult etc. Each OPType may
contain several parameters. To perform a speciberation on a specific function block, a
message of the following format is used:

<FBlockID.InstID.FktID.OpType (Data)>

To realize an application of a MOST device, thevabsiructure is implemented according to the
detailed guidelines in a function catalog. A fuoaticatalog lists all the FBlocks, instances,
functions, OpTypes and parameters.

From the MOST application point of view, a MOST @evcan be said to be error free if the
complete function catalog functions correctly. ere, it is of prime importance to test the
function catalog thoroughly. This test is also @dlla Static Function Test, as a fixed set of
functions are tested here.

The test of the function catalog starts by readitige Device Identity such as
hardware/software/boot loader version from the MQfgVices. Then all the implemented and
non-implemented FBlockIDs (0x00 — OxFF) are vedfiblon-implemented FBlockIDs are tested
to fulfill negative requirements where an approferierror message is expected.

Each Existing FBlock in a MOST device has certastID(s). InstIDs are verified by keeping in
mind the assigned instances for an FBlock, wildisanormally InstiID 0x01n and OxFF are
defined as wild-cards) and all incorrect instances.

The FktIDs are verified for positive and negatigsttcases to ensure that project specific FktIDs
exist, and the other FktIDs do not exist in thedeRl In addition to the project specific function

catalog, a general function catalog obtained fro@3M Cooperation is used to decide which
functions should be taken to test negative casesally the unused functions in the general

11
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function catalog are considered for negative teEl® same test strategy is also applied for
OPType verification.

Automotive infotainment system consists of sevdt@lUs (Electrical Control Units). Some
defined protocols should be developed to managedheected devices. These sets of protocols
can be termed as Network Management. Network managtetasks include startup, shutdown,
wakeup, power moding, addressing, allocation, ttezalion, audio management etc.

Startup behavior manages the by-pass close/opemwlytiresponse for NetBlock queries,
registration of FBlocks, configuration control, oesce de-allocation etc. NetBlock is a special
function block, which provides functions relatedthe entire device. Each MOST device must
contain this FBlock.

Shutdown behaviors deal with the proper saving wient settings, communication ability,
attachment of FBlocks in the central registry, ligff behavior, whereas wakeup behaviors set
the guidelines for light travel time from inputaatput in ECUs, lock/unlock, light off etc.

Power moding behaviors deal with the device chargstics in under voltage ammer voltage. It
also defines the consumption of power during normade and sleep mode. Network
management addressing ensures the correct seming@eiving of messages in the system.

Allocation, de-allocation and audio management taee areas where sources, sinks, resource
management are handled.

The HU contains the MOST FBlocks and controllersjclv are necessary for controlling the
network behaviors of the HU.

Below is a list of logical interfaces for some coomdevices:
- Head Unit (through MOST)

- Speech Control System (through MOST)

- Mobile Phone (cradle or Bluetooth)

- Instrument Cluster (through HeadUnit)

- Amplifier/Sound (through MOST)

A typical MOST ring contains the following compongn

i. Amplifier: Amplifier is a mandatory ECU in MOST infotainmenysgem. This works as a sink
of audio data.

ii. Telephony: Telephonycontains a mobile Interface. This is an optionalickein a MOST ring.
The interface connects the Bluetooth-enabled mahitene and other MOST components.

iii. Rear Seat Entertainment: Rear Seat Entertainment (RSE) is an optional deviceay
contain MultiMediaPlayer, HeadPhoneAmplifier, andxfliarylnput.

iv. TVTuner: TVTuner provides receptidior video and audio. This is an optional component
a MOST ring. A TVTuner can have variants of digitahalog or hybrid (analog/digital). The

12
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video output is sent to display and audio is se@nplifier.

v. Gateway: This is a mandatory component in MOST infotainmsydtem. Gateway is the
interface between MOST and CAN network. MOST comusamre translated into CAN

commands whenevany command is sent from MOST to CAN. Similarly, €&ommands are

translated into MOST commands if the target of toenmand is an element of the MOST
network.

CAN

User Controller

Figure 2.2: Infotainment & Multimedia Architecture

vi. Radio: Radio is a mandatory element of MOST. It can barslog or digital tuner. This is a
source for audio data which is transferred to aticaamplifier.

Software Download and User Controller (UC) are seonmonly used terms which are briefly
described below:

Software Download

Software download means flashing software intothifonent & Multimedia devices. Providing
an interface to download software into Infotainmefat Multimedia devices permits the
separation, to a certain degree, of the hardwareelolement cycle from the software

13
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development cycle and adds new (updated or addljidanctionalities without changing the
hardware.

User Controller (UC)

The user control (UC) is a mechatronic interfacénveen the head unit and the user. User
commands can be provided through the movementeobttitons and pressure-operated rotary
actuator. The commands are transmitted to the FHUCWN-bus.

2.3.3 Measuring Tools

In Infotainment & Multimedia systems, there are sotools and devices which are commonly
used for the purpose of measuring different quastivhich express different states and running
conditions of the automotive system. Below is &fdescription of the tools:

Optolyzer

Optolyzer is a very important tool to perform tefstisinfotainment & Multimedia systems. It can
be used to monitor the status of MOST bus. In a M@Bg, it can be used as spy, master and
slave modes based on the types of handling of @ages There are several tools to analyze the
messages of a MOST bus. OptoLyzerdMOST [51] is»ample of such a tool, which can be
used to analyze MOST messages. Based on the staisage of the MOST bus, the system state
can be determined. Optolyzer can trace almosf éieosystem behaviors.

CANalyzer

CANalyzer [50] is a universal development tool @AN bus systems. This is used in observing,
analyzing and supplementing data traffic on thelings

There are options in CANalyzer to work on byte lewgh bus-like raw data format and on the
application level with the logical/physical datpresentation. A CAN database is used to convert
raw data. CANalyzer contains a user-friendly dasabmanagement program CANdb++. The
basic built-in functions provide for an abundanéeassible applications. These include listing
bus data traffic (Tracing), displaying data segmeeritspecific messages, transmitting predefined
messages and replaying recorded messages, s#dliisewvaluating messages, and acquiring
statistics on bus loading and bus disturbancesetisas recording messages for replay or offline
evaluation.

There is the possibility to add additional requifadctionalities with CANalyzer by means of
user programming. A program block can be inserteang point in the data flow diagram. An
application-oriented language called CAPL (CAN Asx®rogramming Language) is used as the
programming language. Creation, modification anchgitation of a CAPL can be done easily
with an interactive development environment in CAidar.

CANoe

14
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CANoe is a widely used development, test and arsalgsvironment for CAN bus systems.
Based on the input and output signals, the charsiits of a network node are described with
the help of environment variables. Switch positiansl dimensions (e.g. temperature, speed) of
the network can be discovered with the environmemtables. Control panels in the CANoe
provide a user-friendly interface for the enviromeariables.

One can send commands to CAN and MOST bus usingg@AWith CANoe, the status of CAN
and MOST buses can also be observed.

The data from CANoe is important for us as it sforest results. Test results reflect the real

behaviors of the infotainment system. The testltesue important in gaining knowledge for the
development of the intelligent fault diagnosis syst

2.3.4 Communication Layers

This section describes the standard communicasiger Imodel. Taking this model as the basis,
the communication layers of Infotainment & Multim&dh automobiles are described.

2.3.4.1 OSI Layer

In the OSI communication layer model, there areesdayers:

The Physical Layer describes the physical properties of the varioosiaunications media,
electrical properties and interpretation of thehatged signals. For example, this layer defines
the size of Ethernet coaxial cable.

The Data Link Layer defines the logical organization of data bits $raitted on a particular
medium. For example, this layer describes the fngrand addressing of Ethernet packets.

Application Layer

Presentation Layer

Session Layer

Transport Layer

Network Layer

Data Link Layer

Physical Layer

Figure 2.3: Communication layer model

15
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The Network Layer explains how a series of exchanges over variotgs lohks can deliver data
between any two nodes in a network. For examplinidg the addressing and routing structure
of the Internet is one of the main tasks handlethisylayer.

The Transport Layer describes the quality and nature of the data eefiviFor example, this
layer defines if and how retransmissions will bedu ensure data delivery.

HMI
. . Controller
Navi Radio CD Call
Controller Controller Controller Controller

System Infrastructure Application
Layer
FBlock ‘ FBlock ‘ FBlock ‘ FBlock ‘ Slave
Network
MOST NetServices Layer
Physical
MOST Hardware Layer

Figure 2.4: Communication layers in InfotainmenM&ltimedia

The Session Layerdescribes the organization of data sequencestbdarger than the packets
handled by lower layers. The tasks of this layehide how request and reply packets are paired
in a remote procedure call.

The Presentation Layer describes the syntax of data being transferred ekample, this layer

describes how floating-point numbers can be exob@ngetween hosts with different math
formats.

The Application Layer describes how real work actually gets done. Asefample, this layer
implements file system operations.

Based on the above discussion regarding the conwatiiom layer model, a general layer model
for Infotainment & Multimedia can be explained.
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2.3.4.2 Infotainment & Multimedia Layer

This section discusses the Infotainment and Mullliméyering in an automotive system.
i. Physical Layer

Several Infotainment & Multimedia hardware platferare distributed over the car and in the
infrastructure. The devices integrated in the Jehare interconnected by MOST and CAN
buses. These in-car platforms constitute the phiager.

The physical layer deals with the following:

Transmitter

Receiver

Device Connector
Cabling

Power Budgeting

Signal Timing

Diagnostic Requirements
Component Specification
System Description
Coordination

il. Network Layer

The communication stacks and MOST/CAN network managnt functions as a whole
constitute the network layer. The network layerisi@ath the following:

Net Services

Communication between devices is realized in thprtga of cases via the MOST NetServices.
There is also a Gateway to communicate with CANad=sy For further communication purposes
via other networks additional protocol stacks, 8/@\P, are implemented.

Transport Protocols - Transport protocols deal with control and segmérmata communication
over the control channel, the amount of data fahsa connection, MOST High Protocol as
transport protection for streaming and applicatlata on transport layer level.

Boundary - The boundary for the distribution of synchron@ml asynchronous channels is to
set to a fixed number.

MOST network management level MOST Address Handling, InstID Handling, and F&ko
Naming.

Network Master - After the MOST network on #&asic level is ready for communication

(NetOn), the network master checks if it has advldigical node address. It also manages the
following behaviors of a device:

17
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IP Address Handling
MAC Address Handling
Low Voltage Device Behavior

iii. Application Layer

Theapplication layer is at the top of the system layer. It consistthefsystem infrastructure -
including infrastructure software components (eResource Management - providing
functionality) generally required in applicationngponents or required to ensure that the system
as a whole functions properly.

It consists of general requirements, architectoegluirements, and a detailed specification of
functionalities and interfaces.

The application layer deals with the following:

. application components (controllers and slavesydoon the functionalities and logics
required for a specific application.
. the MMI framework is responsible for the handling mteraction between the

infotainment and multimedia system and its users.
2.4 Infotainment and Multimedia Features

All features that the Infotainment and Multimedigstem provides are realized by software
components which are deployed on car devices anicseenters. The features can be grouped
as follows:

I. entertainment services ( e.g. Radio, DVD, TVgi&l Radio (DAB))

ii. Information services (e.g. Navigation includimgute planning, dynamic route guiding and
travel guidance)

iii. Telecommunication services (e.g. voice telephoSMS, E-Mail, Remote Climate Control
and Remote Door Lock/Unlock, Browser List)

iv. Advanced use of car functions (e.g. adjustmeinexternal mirrors, climate control, seat
adjustment)

v. Safety services (e.g. Emergency-call, Car Tragki

vi. System administration services (e.g. resouremagement, channel allocation/Deallocation,
software download, and engineering mode)

2.5 Fault Handling

To develop the intelligent system, it is necessargnalyze existing faults that are already stored
in the Data Base (DB). These faults are experiencéddferent phases and in different times

18
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during and after development of an automotive aifohent system. One important task for this
project is to devise a model to describe and dlatise faults.

2.5.1 Fault Description

It is necessary to develop a well-devised faulictire to extract relevant information in such a
complex system as automotive infotainment. Themrmukhbe sets of guidelines and rules to
narrate a fault. Advanced planning is the primitoandition for achieving the goal of storing

faults in a better and more accurate way. Faultrgegon schemes are proposed in the following
chapters.

2.5.2 Fault Classification

Mark A. Thurber et al. [40], Puneet Kukkal et &9], O. Anton et al. [38], [35], D.Y. Chen et
al. [34], Haapanen Pentti et al. [33], Friedemaritsd® [22] have discussed the descriptive
languages, effects and modes of faults to clasisé@gn. Classification is the basic task to develop
an organized fault diagnosis system. The followdhgpters discuss the possible ways to classify
faults:

2.5.2.1 General Faults

Mark A. Thurber et al. [40] have classified fauitso active and previously activeor inactive
faults.

Active Faults
The newly stored faults are regarded as the atdiviés. When an abnormal condition is present
within a system, there is an active fault.

Inactive Faults
An active fault becomes inactive if this does neiseanymore in the system. The fault has
already been resolved. A record of inactive faislisreserved for future references.

Stable and Unstable Faults

For a reliable fault diagnosis system, fault rectigm should be executed in an appropriate way.
To achieve this goal, Mark A. Thurber et al. [4@)\k classified faults into stable and unstable
faults. An over-sensitive fault detection methodldandicate unstable faults (such as electrically
unstable faults) that are not any real faults i@ slystem. Therefore, it becomes important to
determine stable faults. Faults that are detemioyemeasuring parameters are considered stable
faults when the estimating parameter exceeds thiéifg value. Faults that are new should be
recorded in the fault database. If the fault igadly in the fault database, it is not consideretl an
recorded again.

2.5.2.2 Faults in Communication Systems
D.Y. Chen et al. [34] have classified faults of @mnunication system based on theature,
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origin, persistencand theirocationin the protocol stack.

Nature based Faults

According to the nature of faults, they can besifes] asaccidentalfaults andntentionalfaults.
Accidental faults occur fortuitously. An exampletbfs kind of fault is a failure of a node due to
fire. Intentional faults are created deliberatelyn example of intentional faults is breaking a
node into parts so that the execution of some ces\is denied.

Origin Based Faults
According to the origin of faults, they can be slifisd into three categoriegphenomenological
causes, system boundadphase of creatian

Phenomenological Faults
Faults from phenomenological causes can be cledsifiophysical faultandsoftware faults

Physical Faults

Physical faults occur due to the abnormal condgtimnphysical componentilode faultspower
faults and communication link faultsare the physical faults. Node faults may occur in
communication switches, routers and in other playstomponents. Power faults are due to the
interruption of power supply. Communication linkuks are due to the interruption of
information transmission between two nodes. Linkteamay occur due to cable-cut, interference
and fading.

Software Faults
The software faults occur due to bugs and resoawxt®ustion. These can be classified as
Bohrbugs, Heisenbugs, and faults due to resourtaustion.

Bohrbugs always cause a failure for a particular operafjdh]. Bohrbug is also called a
permanent fault. These faults are easily reprodieicémd they can be easily removed.

Heisenbugmay or may not cause a fault for a particular opemng41]. Heisenbug is also called
as a transient or intermittent fault. This errorynvanish when the operation which caused the
failure is retried.

Faults due taresource exhaustiomay persist in the operating system, middlewans] the
application software. Operating system resources @vap space and free memory available)
are progressively depleted due to defects in softveaich as memory leaks and incomplete
cleanup of resources after use. Periodically rebga process or a node may help prevent the
software from crashing due to this kind of faults.

System Boundary Point of View Classification of Falis
Faults from thesystem boundary point of viean be of internal faults and external faults.

Phase of Creation Point of View Classification of &ults

Faults from thephase of creation point of viegan be of DMI (Design/Manufacture/Integration)
faults or operational faults.
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Faults in Communication Systems
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Figure 2.3 Classification of faults in a communigatsystem
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Temporal Persistence Based Classification of Faults

According to the temporal persistence of faultgytitan be classified as - permanent faults,
intermittent faults and transient faults.

Permanent faultsare independent of any conditionsitermittent faultsdepend on certain
conditions and they occur for some extent of time.

Transient faultddepend on certain conditions, but for a negligthtee period.

Communication Protocol Stack Based Classificationfd-aults
According to the perspective of communication pecotostacks, faults can be classified into -
service layer, logical layer, system layer, andsptsf layer [34].

Service layer faultgnay occur in switches, signaling points, and adednintelligent network
nodes.

Logical layer satisfies the needs of all services using the iphlysapacity. Transmission
equipments are the nodes of logical layer and liammels are the links. Abnormal conditions in
the components of logical layer cause logical ldgatts.

System layehandles bandwidth and diversity of communicatioikd. This layer is capable of
reconfiguring around system and physical layeufas.

Thephysical layemprovides physical and electromagnetic protectjponufailures.
The classifications of faults in communication sys$ are summarized in Figure 2.3

2.5.2.3 Fault Classifications of Automation System

The authors of [33] have discussed different failorodes. These are summarized here as they
are useful for classification of faults in Infoteaent & Multimedia system.
Based on the analysis of three software projects, Reifer listed the following failure modes:

. Computational
. Logical

. Data I/O

. Data Handling
. Interface

. Data Definition
. Data Base

. Other

L. Ristord & C. Esmenjuad have listed five gengratpose failure modes at processing unit
level:

. the operating system stops

. the program stops with a clear message

. the program stops without clear message

. the program runs but with wrong results

. the program runs with apparently right , but pieadty wrong results
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R.R. Lutz et al. [42] have considered the followflagure modes based on each input and each
output of the software component:

. missing data such as lost message, data loss thaedware failure

. incorrect data such as inaccurate data, spuridas da

. timing of data such as obsolete data, too earlyarof data for processing
. extra data such as redundant data, overflow of data

R.R. Lutz and R.M. Woodhouse classify faults base@ach event (step in processing):

. halt/abnormal termination, such as hung or dea@id @k this point

. omitted event, such as event does not take plageexecution continues

. incorrect logic, such as inaccurate preconditions

. timing/order, such as event occurs in inappropratier, event occurs too early or too
late.

J.C. Becker & G. Flick have provided the followiclgsses of failure modes:

. hardware/software stop

. hardware/software crash

. slow response

. startup failure

. faulty message

. checkpoint file failure

. internal capacity exceeded
. loss of services

2.5.2.4 Common Failure Modes

The paper by Princeton Plasma Physics Laboratorguitelines for performance of a FMEA
[35] has summarized general failure modes. Thewolig are of interest:

. fails to remain in position
. fails to open

. fails to close

. fails to stop or start
. fails to switch

. erratic operation

. erroneous indication
. premature operation
. delayed operation

. erroneous input

. erroneous output

. loss of output

. shorted (electrical)
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. open ( electrical)
. leakage

2.6  Acquiring Knowledge from Database

To develop the ISFAD system, a vast comprehensidgheolnfotainment & Multimedia system
should be acquired. Normal behaviors, faulty bebrayifault symptoms and causes of faults of
the system are of prime importance.

In Infotainment & Multimedia, there is a databagestem where all of the component and
systems test results are stored. The databasemsigstalled Test Manager.

Test Manager
TestManager (TM) is a potential system for ISFADeTexperience of TM can be used as the
basis for ISFAD.

Infotainment & Multimedia is a complex system witiany features and components. Here the
testing of each component is done first. Once tiraponent test is complete, the system test is
done. Tests could be software test, hardware sestjce test etc. A tester knows the system
behaviors. Expected behaviors and test behaviers@npared. If there is any dissimilarity, it is
regarded as a fault. The symptoms and the causetaaft should be stored in the TM.

Figure 2.4 and Figure 2.5 depict the basic featafd3vi. The first one describes the name of the
device under test (DUT), features, occurrence amttis of the fault. The second figure is more
important for this study as it describes the faulnore detail. It has fault ID with fault heading,

preconditions, misbehavior, expected behavior,ipatton reference and Manufacturer/supplier
comments.

Name of
DUT

A 4

Fault
Features

Fault

A 4

Occurenc

A 4

»  Statu:

Figure 2.4: Fault Description (Short way)
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The format of fault data in TM should contain tlkldwing characteristics.

A) There is a field in TM named as Actions. This is\andatory field. This is important for
describing the fault path. Necessary conditionsnartten in the Actions field in order to

perform the test, which yields a fault. Actions glidbcontain as many key words as
possible.

Fault ID

Fault
Headin(

Preconditi
ons

Misbehav
ior

Fault

A\ 4

Expected
Behavio

Spec
Referenc

Supplier
Commen

Figure 2.5: Fault Description (Detailed)

B) A Misbehavior/Reaction field describes the symptashsa fault. This field should be
filled with some predefined keywords. For exampléault symptom could be described
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as “HU does not wakeup”. Generally a textual desiom of a fault is not efficient for a

system like ISFAD. It would make the ISFAD systemreefficient if information can be

provided as precisely as possible. Describing & Baummptom with some predefined key
words (e.g. choosing words from lists of words) emkhe fault more suitable for direct
use in ISFAD. For the above examply), NOT and WAKEUP are the key words to

describe the symptom. Due to its importance folt fdescription, this field should also be
made mandatory.

C) The Expected Behavior field is useful for distirglung the component or system
behavior in normal condition. Expected Behavior i8lobe made mandatory. This
information could be useful during system desigmnisTould be described with texts.

D) The TM should be organized in such a way that theed test results can be used more
efficiently and effectively. In the current form afM, a fault is described with its
symptoms. However, the main drawback of TM is tpatberally one can not know the
cause of a fault. It is difficult to rectify a fawithout knowing the cause. This makes TM
an ineffective system to store complete informatbout a fault. This necessitates adding
a new field in the TM named as Defect Cause. Tikigl tould also be filled with some
predefined key words.

2.7 Document Classification Method

For this study, one needs to classify faults basethe nature of a fault. The textual description
of a fault is taken as input to make decisions ndigg classifications. Document classification
technigues are now explored and it is necessapgtimrm a comparative study to make use of
the similar techniques for fault classifications @aotomotive infotainment systems. Currently,
much research is being carried out in the fieldl@éument classification. Heide Bruecher et al.
[55] and Dumais et al. [56] have compared and sumzed different document classification

methods and techniques.

The first step in document classification is togroeess the document. Preprocessing includes
feature extraction, feature selection and documepresentation.

In feature selection, a list of terms is generdatedescribe the document properly and correctly
without undermining its expressions. The documsrgarted and a list of words is noted. These
words are primary features. Then the unnecessatyraaningless (with respect to information

content) words are filtered out from the docum&tap word removal [57] is one of the most

popular techniques to increase the information@ustin the document. With this method a list
of words are tabled. Then the same words are e®ihfrom the document. A stop word list is

created in Appendix | for automotive system.

Word stemming is another method to increase tharnmdition content of the features [58] [59].
Word stemming extracts the root word from a woratimer forms. Words with suffix or prefixes
may have same root. These different words are deresl to be a single feature. The words
plays, playing, played all have the root play. ¢ bf stemming words for automotive system has
been built up in appendix Il. In the list, the demiwords are stated inside the first bracket. To
clarify the list, let us take the example of worldy’. Words playing, plays and played are
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always mapped to word ‘Play’.

After filtering the meaningless words, features amdected according to their content of
information. Chih-Ping Wei et al. [60], YongSeognKet al. [61] and Mark Last et al. [62] have
worked on feature selection method. The most meéumirfeatures are sorted out by some
statistical means. Here some common terms sucleras ftequency (TF), inverse document
frequency (IDF) and their combination (multiplicati of term frequency and inverse document
frequency TF*UDF) are used. Each word receivesoaesbased on TF (important words occur
more than the unimportant words), IDF (the rarestdagets the highest informative weighting).
Then the combination of TF and IDF are used tordetes the top words with the high scores.

After determining the top scored feature words,dbeument is represented by a feature vector
of elements which are the number of features Rt applying the selection process. The whole
document can be represented by the following veetor

(A Ay A 4
Ay Ap Ane Ay
A4 Ay A "%j

_—‘1‘1 -’qs:: -’13 "qu _
Where the elemem; represents the occurrence frequency of featurelocument. The
frequency corresponds to the number of TF, IDFERUDF. The values of TF, IDF and
TF*IDF greater than zero are considered as 1s.,Tdwuslement of the vector is represented by
binary values. If the feature is present, thenvietor element assumes the value of 1 and 0
otherwise.

After determining the above vector, the documergscategorized into different document sets.
For categorization decision, different methods sagklecision rules, neural network, and fuzzy
rules are used.

2.8 Diagnosis

Fault diagnosis has become an important area eérels during the few years. The automobile is
a crucial field where fault diagnosis is given a@pl attention. A diagnosis system is capable of
identifying the faults of a system by investigatitige observable effects (or symptoms). The
system is referred to astelligentif it can provide similar diagnosis results asuamanexpert
could for the same fault. The Intelligent Systertegarizes the fault into a diagnosis class and
identifies a probable cause based on the fault sympsupplied.

The aim of diagnosis is to detect a fault and &ssify it [48]. Detection is the confirmation
whether a fault is a real fault. Classificationdsletermine the exact cause of a fault. Diagnosis
is characterized as fault-class discrimination, nettee classes consist of the faults of the various
smallest units [48].

Ahmad T. Al-Taani [65] has devised an expert systentar failure diagnosis. This system has
several main blocks — user interface, knowledge ba$erence engine and language selection.
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User interface is a question-answer block whereusi®e is asked questions and he has to answer
with true or false (yes/no). Knowledge base istalolese where different rules and conditions are
defined. Expert knowledge is the main source of #tnowledge base. The Inference engine
block decides on the rules to be applied basechemature of the fault. Then it provides an
appropriate solution. The shortcomings of thisesysare its limited handling of a certain number
faults and bein@time consuming task for creating rules. The goahefnew system ISFAD is

to handle any kinds of faults and it is not res#ércto providing solutions for a certain number of
faults. Therefore, the system developed by Ahmadl-Taani [65] is not suitable to achieve the
goal in this study.

F. Cascio et al. [67] have developed an on-boaagrdisis system for automotive system. A
modified version of qualitative model [68] [69] [[/[¥1] has been used by F. Cascio et al. [67].
This diagnosis system determines a set of sigmificases which are faced on-board. It runs the
off-board model-based diagnosis system. After datimg the set of candidate diagnosis for
every case, the corresponding fixing action is geed. There is an option to use a learning
algorithm for system improvement. To use this systseparate hardware and software are
needed to acquire data from Electronic Control WBECU). The goal here in ISFAD is to
develop a stand-alone system where a user proinges data. Thus the system proposed by F.
Cascio et al. [67] does not fit with the requirertsein this study.
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Chapter 3

Fault Classification of Automotive
Infotainment & Multimedia

In this chapter, new fault classification schemes proposed and the best scheme for fault
diagnosis is chosen.

A fault can be described from different points adws. To understand a fault clearly, it can be
associated into different classes of InfotainmenM&ltimedia system. Based on the different
characteristics of a fault, it can fall into diféert categories of an Infotainment & Multimedia
system. The following are different perspectives/imich a fault can be divided:

3.1 Fault Classification based on System Component

In this scheme all the faults are classified into main groups - general problems, MOST
defects, HMI Defects, Diagnosis Defects, Systemebtsf and Network Management. This
classification is based on the feature list ofitifetainment & Multimedia system.

During the development phase of an infotainmentesydeatures are planned. In a broad sense, a
fault can be classified into general faults, MO&llfs, Man Machine Interface (MMI) faults,
diagnosis faults, system faults or network manage riailts.

General faults may contain wrong documentation,tipiel entries of any commands from the
head unit, no bug errors, low performance, usgbwitrong user input, design error and system
malfunction.

MOST faults may contain FBlock not available, Fktidt available, no answer, OpType not
available, parameter not available, redundant ngessandetermined state, unstable system
communication, wrong address handling and devieedistration.

MMI faults may contain font graphical interface,rthakey, soft key, style guide, user and
navigation errors.

Diagnosis faults may contain application CAN pratsc general MOST, protocol service not
available, Diagnostic Trouble Code (DTC) errors.

System faults may contain core damp, dead lockadjware error, not implemented, software
defect and unstable system errors.
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Figure 3.1: Feature-based fault classification
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Network management may contain asynchronous chahoel/High level retry, net services,
high voltage, normal operation, ring break diagsosihut down, start up, wakeup and xdB errors.

This scheme is based on the earlier version of tassifications. This is too general rather than
being specific. But localization is the prime goélfault diagnosis. The modern Infotainment &
Multimedia system is becoming more and more complitx newly added features. Scheme 1 is
too simple. Thus it is unable to diagnose all tndtf in the system.

3.2 Fault Classification based on Origin

Describing a fault in a clearer way is very impatttor the task. A fault should be represented in
such a way that there is a straight indicationha origin of the fault. To make a fault more
understandable, it could be classified into a faategory.

Fault diagnosis is divided into several steps. Titet step is to make a fault classification
scheme. One can attain a good grasp of a fault thithscheme. This necessitates drawing a
complete path of a fault. In this scheme of faldssification a complete sketch of a fault should
be performed.

In this scheme all the Infotainment & Multimediaifis have been classified into three groups -
communication system faults, general faults anthe&oé based system faults.

General Faults

General faults are active, inactive, stable andalohs faults. A current fault is regarded as the
active faults. An earlier fault, which does notsxanymore, can be described as an inactive fault.
A fault, which continually exists, is called stalfilt. An Infotainment & Multimedia fault that
can be seen under some special conditions is catieshstable fault.

Software Based System Faults
Software based system faults can be computatidatd, management and interface faults.

Problem of this Classification
A fault could be in hardware or software or bothisTscheme is unable to answer whether a fault
is a software or a hardware fault. Scheme 2 camalm@tys detect the exact point of a fault.

If a fault occurs in Speech System (SS) due tosigdeproblem in software, this classification
can not localize the cause of the fault. This ie tluthe fact that a software fault is under the su
class of phenomenological faults whereas desigh ifaunder the sub-class of phase of creation
faults.
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Figure 3.2: Origin based fault classification
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3.3 Fault Classification based on Communication in MOSTNetwork

This classification is based on communications agnifferent entities in the infotainment and
multimedia MOST network.

Fault classification based on communications firstitegorizes all the faults into two classes -
origin based and communication stack based faults.

Origin based faults contain node, power, commuitodink or interface errors.

Communication stack based faults contain the fanlservice layer, logical layer and physical
layer.

The errors in node contain faults in TV, speechtesys human machine interface, SDARS
(Satellite Digital Audio Radio System), DABTuner, uM Media Player, Rear Seat
Entertainment, head unit.

Communication link faults contain CAN or MOST esoCAN or MOST errors may come from
hardware or software errors.

Interface faults may come from communication liaknbde (e.g. DAB — MOST interface), node
to node errors like HU-Gateway.

Table 1. Examples of faults in a wireless network

Layer Faults

Service fault of home location register esulwss of roaming serviceg
Logical loss of base station causes seloge

Physical| loss of voice or data causes setogs

Table 2: Abbreviations

Abbreviation Meaning

H/W Hardware

UMI Universal Mobile Interface
SIW Software

SS Speech System

HU Head Unit

TGW Telematic Gateway

Navi Navigation
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Figure 3.3: Faults based on communication in MO&Twdrk
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3.4 Fault Classification based on Severity

Faults can be classified according to their impuarga Based on this classification, it can be
ascertained whether an infotainment device shatilldoe included in the infotainment system.
Figure 3.4 depicts the fault classification schdrased on fault severity.

Fault

A4 A4 \ 4

Non-Severe Severe Fault Highly-Severe
Fault Fault

Figure 3.4: Fault scheme based on fault severity

Non-severe faults do not have a major effect orptper functioning of the system. These faults
can be ignored. Severe faults have a substantedtedn the functioning of the system, although
the system is still in operation. Highly severeltaumake the system inoperable. If there is any
highly severe fault, the device responsible for fdndt should be removed from the system so
that the rest of the system can function properly.
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Chapter 4

Fault Visualization in Automotive
Infotainment System

4.1 Views of Faults

A fault in the Infotainment & Multimedia system che analyzed in different ways. To be more
certain about a fault, a scheme for describingudt fa different ways should be devised. By
using the knowledge of earlier faults it is easypéocertain about it. When a fault is encountered
in the Infotainment & Multimedia system, a thorougihd comprehensive analysis needs to be
carried out, taking previous faults into considerain order to identify the cause of it. A faudt i
compared with earlier faults to gain different padives of the Infotainment & Multimedia
system. A fault can resemble more than one eddidt. Having compared this fault with other
faults for the purpose of gaining different viewsdecision can be made. The decision is taken
based on the similarity. Using the results of dédfe views for similarity testing, a clear
description of the fault can be provided in ordeme certain about the cause. We choose the
highest “similarity” for the fault. It follows thabased on the causes of the similar faults, 4 fina
decision is taken to describe the fault.

4.2 Fault classification based on Test Purposes

Varieties of tests are performed to verify the tiowalities of all Infotainment & Multimedia
components and systems. Each test has some aised Ba the purposes of a test, faults can be
classified. When a test fails it generates a feapbrt. This report should contain the purpose of
the test. With the information about the purpose ¢ést, it is easy to analyze the test resutt if i
fails.

It is possible that a similar fault symptom canwdor different purposes of a test.
4.3 Combining Faults of Different Views

Faults described from different points of views o provide a combined result. Some
probabilities can be determined for different views

Figure 4.1 depicts the reliability factor after itak into account all the probabilities from
different points of views. A fault is analyzed irftur categories —

Feature Point of view — it has the sub groups ¢éreminment, information, telecommunication,
advance functions, safety and system administration
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Communication Layer point of view — it has the gmbups of physical, network and application.
Phase creation point of view — it consist of desgypply and operation.
Temporal persistence point of view — it has sulugsoof permanent, intermittent and transient.

Fault
/ l \ Temporal
Feature point of view Comm. Layer point of Persistence point of
(i.entertainment, ii.info, view (i.physical, Phase of creation point of view (permanent,
iii.telecom, iv.advance functions, | ji.network, view (i.design, ii.supply, intermittent,
v.safety, vi.system admin) iii.application) iii.operation) transient)

Probability,
PL= 0~1.0

Max.| r Max.| B Max.| @

Maxy P v \ 4 \ 4

Reliability Factor, p = f(R, pc, pe, Pr...)

Figure: 4.1 Combining Fault Factors

Each of the four categories provides a probabi¢itgor for matching a fault. The factors are then
combined mathematically to work out the reliabiliégtor of the fault.

4.4  Fault Description Picture
Suppose the configuration of a system is like guFe 4.2.
Suppose the behavior of a sound amplifier wereeddsted in the above configuration. The
proper functionality of the steps to increase sowntime of TV should be checked. It is
observed that there is not any increase of souted afcertain volume. To analyze the fault to a
further extent one can investigate further into tdehnical depths. As for an example, assume
that there are in total ten volume steps from v¥ol¢ol10.
To investigate the fault in more detail the followisteps are carried out:
1. At first check the MOST message at point A.

Command Audio_Settings can be seen on the MOSTat A

If YES then do the following

2. Build a fault picture using “Mute” button in Us€ontroller.

3. Check the above steps of option 1 for anotherpoment e.g. Satellite Radio.
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1. Checking MOST message:

Checking the MOST messages at point A is the filste to start drawing the fault picture for
the above fault case. At first check if the messaggio Settings is available.

User Controller
(ZBE)

Figure 4.2: Infotainment & Multimedia Components &oparticular fault

Case A:
If the message Audio_Settings is available, thenetican be two cases -

Case I: Fault is probably at AMP.

Case II: Fault is probably not at — User Control@AN, HU, TGW, MOST.

For Case Il check parameter at A. Observe the pateanwhether it is Vol3 or Vol6. If the value

is Vol6, then there is nothing wrong with the othevices except AMP. It means that the AMP
is faulty. On the other hand, if the value is VaiBe fault might be at User Controller or HU

(Audio Management). Now check CAN message. If tlessage contains Vol3, then the fault is
at User Controller. If the value is Vol6, HU is tfailty device.
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Case B:
If the signal Audio_Settings is not available tldenthe following:

Start:
WView 1
LAudio Settings
o command at A7
Ves
VEs L l
3 fault probably not famlt
t ZBE, CAN probably at
Fault probably at: = ¥ :
AP
HT or EE HT, TEW, MOST

checl:
paratneter at A

Wol3

13 Vol3 or

Fault at:
ZBE or HU
{Audicmanagement)

check CAN message

Wol3 . Vol6

Fanlt at
ZBE

Figure 4.3: Fault Picture
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Observe the User Controller message at CAN. Ifethemo signal at CAN bus, the fault is at
User Controller.

If the answer is yes, then do the following:

The fault might be at User Controller or HU (Audianagement). Now check CAN message. If
the message contains Vol3, then the fault is at Qsmtroller. If the value is Vol6, HU is the
faulty device.

The above description is just an example. It iseaeary to devise a complete system with the
requirements.

4.5 Fault Handling System

In this chapter a fault handling system is propo3ée steps to be completed for developing this
system are:

1. Gather knowledge for the Infotainment & Multinledcomponents, Infotainment &

Multimedia system and different behaviors. The klemlge can be acquired from the Test
Manager (TM) for the initial case.

Test Results

Model P Result
Telematio Expert Improvement | Evaluator
Syste Knowledge
Model

A 4

ative
Svstem Fault . Fault Caust
y » Techn Detection™ Classificatior Identification
MODEL ology

A

v

Fault
Symptoms

Figure 4.4: Fault Handling System
2. Gather test cases from TestManager. Those test vask as the basis in the primary phase.
3. With the acquired knowledge, a Data Center (DC)émted.

4. Using Data Center (DC) a System Model is built.
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5. Faults symptoms are incorporated into the systehemo

6. After analyzing the symptoms facilitated by angheique, the fault is detected. As for an
example, Fuzzy Logic (FL) might be used for decisiwaking about a fault.

7. The system categorizes a fault into classes, censglit from different points of views.

8. Based on the classification results, fault desicnippictures are generated. With the help of
these fault descriptions, a clear understanding isf achieved. The fault pictures show the
state of a fault, what is happening, how and whatdauses are, how and why a specific
group of people are responsible for the fault.

9. A report on the probable causes of a fault is geedr

10.Based on the results of the system, an evaluatiperformed.

11.The evaluation result is used to improve the moRekult Evaluator is the indicator of the
performance of the system. Feedback is providethéosystem model to improve it. This
makes the system model flexible and dynamic. Dué¢h&o dynamic property, the system

model passes through a continuous modification angdrovement. This enables the
possibility of expansion for the inclusion of neendands.
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Chapter 5

System Design Techniques

In this chapter the possibilities and usefulnesssifig different techniques for this system are
discussed. Then this system, its design procedun@she functionalities are proposed.

5.1 Feature Selection

Feature selection is one of the main steps in aiityl matching of faults. As described in chapter
2, we apply a stop word list to filter out the megtess words. A list of stop words has been
created in Appendix I. This list was created kegpin mind the existing standard fault

description language in automotive infotainmenteys.

Word stemming is a method where lexically similaords are listed together. Here, the words
with affixes and suffixes are converted into roobrés. This methodology overcomes the
limitation of words with the same meaning beingegatized into different classes. A list of
stemming words is created for automotive infotaintrsystem in Appendix Il.

Both the lists of stop words and stemming wordsewsveloped with the help of experienced
system engineers in automotive infotainment system.

5.2 Pattern Recognition

Based on highly developed skill after sensing tireasindings, humans are capable of taking any
actions according to their observations. By obsegythe nature of human intelligence, a machine
can be built to do the same job, such as idengfyiand writing, post code, voice, finger print,
DNA, human face etc.

A pattern is an abstract object such as a set afurements describing a physical object. This is
an entity with a given name such as hand writinggr@tence, human face etc. Pattern recognition
consists of several steps such as observatiorpotanlearning how to distinguish different
patterns and making rationale decisions in categyipatterns.

Shmuel Brody [63] has summarized the concepts dfea recognition and their uses in
similarity matching. Human detected patterns contaany relevant and irrelevant data. The
most important task in pattern recognition is talfout the meaningful patterns and to disregard
the irrelevant subject matter. The fields of arépaitern recognition range from data analysis,
feature extraction, error estimation, error rempwedlster analysis, grammatical inference and
parsing.
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Faramarz Valafar [64] has discussed pattern retiogrtechniques in data analysis. Clustering is
one

of the most commonly used recognition techniquedalre grouped into clusters or groups in
clustering. K-means clustering is a widely usedatgm for data clustering. In k-means similar
algorithm patterns are partitioned into the sanoeigr All the data are classified into any of the k
clusters or classes. Then the mean inter and atdss distances are determined. The last step is
to maximize the intra-class distance and minimize inter-class distance. This is an iterative
procedure where data is moved from one cluster nmth@r. This process continues until
optimized distances of intra-class and inter-ciassfound.

In pattern recognition different techniques areliggpfor similarity matching. For this work it is
necessary to discover optimized techniques andriigts for similarity matching, fault
classifying and fault cause detecting.

5.3 Ranking Algorithms

PageRank algorithm is a widely used algorithm ttknaeb pages according to their importance.
The algorithm is described as following —

PageRank is a link analysis algorithm to rank a wabe from a set of pages according to its
relative importance. It provides a numerical weightto each of the page elements in the set.
This weighting is called PageRank of E which isated by PR(E).

PageRank was introduced by Larry Page at Stanfoidetsity to develop a new search engine
in the web. The ranking of a page depends on theruof links of the other pages to that page.

PageRank is a probability distribution which shdtws likelihood that a user randomly clicking
on the links finds a specific site. This probakilianges from 0 to 1. A PageRank of 0.8 means
that the probability of reaching a specific siterbgdomly clicking on a set of links is 80%.

A set of five web pages is assumed: A, B, C, DTEe initial probability is distributed evenly
among these pages. Therefore, each of the padegetvd PageRank of 1.0/5.
It means,

PR(A) = PR(B) = PR(C) =PR(D) = PR(E) = 0.2 (i)

Now suppose the following scenario:

Figure 5.1: Inbound link of page A
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Page A has inbound links from Page C, D and E. TimesPageRank of page A

PR(A)=PR(C)+ PR(D)+ PR(E) (ii)

Page C has other outbound links to page E, pagesther outbound links to B, C and E.

Figure 5.2: The Outbound links of page C andeHag

The value of the link-votes is divided among ak tbutbound links of a page. Thus, page C
contributes a vote weight of 0.2/2 i.e. 0.1 andepBgontributes a vote weight of 0.2/4 i.e. 0.05.

Thus, the equation stands in the following form:

_PR(C) , PR(D) , PR(E)
2 4 1

PR(A) (iii)

The above equation can be generalized in the foligworm assuming that the PageRank
incurred by an outband link of a page is the pagsm PageRank in the set divided by the

number of outband links

_PRC) , PR(D) , PRE)

PR(A iv
A LC) L) L(E) W
The PageRank of any pagean be expressed in the following form:
. PR(j
PR() =Zﬂ (v)
is N,

Where,
PR(i) = PageRank of page i
PR(j) = PageRank of any other pages except page i.
N; = Number of pages in the set
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J€S = Inbound pages linking to page

PageRank algorithm is mainly used for internet igppibns to find the rank of a page. The basis
of the algorithm is that the rank of a page depemdshe inbound links of the other pages. To
apply this technique we need to compare links antbagages with the links among the features
of the fault. But this study requires the rankirfgfeatures according to their importance. This
makes PageRank algorithm inappropriate for thigepto

5.4 Similarity Matching

This chapter describes the similarity matching megphes for strings. Using these techniques, a
concept is proposed to search similar faults whersymptoms of a fault are provided.

5.4.1 Matching Algorithms

Edit distance is a common term in matching algarghThe word distance is used to compare
different data for similarity. Edit distance is aasure to estimate differences between input
elements. Different methods to calculate edit disteexist:

Levenshtein Distance

Levenshtein distance is named after the Russiamtsti Vladimir Levenshtein, who devised the
algorithm in 1965. The Levenshtein distance betwlenm strings is given by the minimum
number of operations needed to transform one strittqythe other, where an operation is an
insertion, deletion, or substitution of a singlacter [49].

Levenshtein distance (LD) is a measure of the anityl between two inputs: the sourcand the
target inputt. The distance is the number of deletions, insestior substitutions required to
transforms intot. For example,

If sis "math" and t is "math", then LD(s,t) = @dause no transformations are needed.

If s is "math" and t is "mats”, then LD(s,t) = Jedause one substitution (change "h" to "s") is
sufficient to transform s into t.

The more different the inputs are, the greateiLtheenshtein distance is.

Insertion, deletion and substitution are the maitega for determining Levenshtein Distance.
The position of a character plays an important toleletermine the distance. In this study, the
description of a fault is dealt with. If Levensiddistance is applied to find out the similarity of
faults it would not give a meaningful result as fhesitions of the strings should not have
importance. That is why this technique will notused in this study.

Damerau-Levenshtein Distance

Damerau-Levenshtein distance comes from Levensklistance that counts transposition as a
single edit operation [49]. The Damerau-Levenshtigtance is equal to the minimal number of
insertions, deletions, substitutions and transrst needed to transform one string into the
other.

Kukich [52] described several edit distance aldgon$ which use Damerau-Levenshtein distance.
It has been proved that the use of Damerau-Levemsiwtetric to calculate the similarity between
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two words is a slow process. For this reason tlaghod is not well-suited for similarity matching
in this project.

Needleman — Wunsch Distance

The Levenshtein distance algorithm assumes thatdsieof all insertions, deletions, substitutions
or conversions is equal. However, in some scenéiniesnay not be desirable and may mask the
acceptable distances between inputs.

Needleman-Wunsch has modified Levenshtein distatgiaithm to add cost matrix as an extra
input. This matrix structure contains two cost neatfor each pair of characters to convert from
and to. The cost of inserting this character anaveding between characters is listed in this
matrix.

This approach is not appropriate for use in thislygs similarity matching for the same reason
stated in Levenshtein approach.

Hamming Distance

The Hamming distance H is defined for the sametlengputs. For two inputs andt, H(s, t) is
the number of places in which the two strings djffe., have different characters.

Hamming Distance is used in information theory.sThnethod can not be applied in similarity
matching for automotive faults since Hamming Dis@only considers the differences among
the two inputs.

Weighted Edit Distance

This algorithm differs from the Edit Distance in iglating. A particular weight is imposed for
each operation of insertion, deletion and subsgtitut

The main goal of similarity matching of faults © find the faults with the similar behaviors.
Weighted Edit Distance focuses on providing weightthe operations. This kind of approach is
inappropriate for finding similar faults.

Hamming Distance

The Hamming distance is the number of positionsafioich the corresponding characters differ.
It is simply the number of differences between sirings of the same length.

For example:
The Hamming Distance between GERMANY and IRELANDB.s

To apply this distance between two error featuney imust be of equal length, which is a rare

case. This results in the decision not to use Hargriiistance for similarity matching in this
study.
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5.5 Similarity Determination

The aim of this chapter is to propose an algoritbrase for similarity matching in text queries.
The procedures of this algorithm are as following

A text (query) T is represented by multidimensiovedtor:
F(T) = (Fa(T), Bx(T), ...R(T)) (occurrence vector)
k = no. of distinct term occurring in database @stop word)

Function of frequency of theth term in T,

F(T)= 1(1+ t JlogE

2\ maxtf,’ n,

tf

where, = frequency of theth term inT

.
maxt;” no. of database documents where the most drgderm of T occurs

N = no. of database entries

" = ho. of entries where thi¢h term occurs

The cosine similarity measure between a quajyafd a stored documer)(is defined as:

Cossimilarity (A, B) = Zi:lai Fi (A) Fi (B)
\/Zi'\ilai i Fi(A) i Zi'\ilai i F (B) ?

where,

a.

i = user-determined parameter (weighta))(

Cosine similarity method counts the number of défeé words in two documents. With this
method the highest frequency words within any danwill have the largest influence on its
similarity with other documents. Documents with maaccurrences of an unusual word or many
different unusual words will have low cosine simitha measures with most other documents.
Weighting schemes are frequently used to modifystia@dard cosine measure. These typically
lower the importance of common words.

Below are the results of some input data and theiilarities with the existing input database
using this algorithm —

Input Database:

This is the database which is already stored insystem. This is compared with the user
provided fault symptoms.
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Attachment Defect ID Fault Characteristics

32 Display ON Signal will be sent, but Display eens dark
Y 40 Preconditions: radio hu message

41 radio: radio. message; audio hu radio messagssage

42 Preconditions: message-> hu -> audio
Y 44 preconditions: hu sds sdars message mesadigeradio

45 radio hu message message message

46 radio hu no message message

a7 radio no hu message message no sds

48 radio hu message message no message sds

49 radio hu

50 radio

51 radio radio

52 radio radio radio

53 radio does not receive message from headunit

Result Analysis:

Below is the graphical representation of outputsdietermining fault similarities corresponding
to user provided fault symptoms. The similaritiédamlt symptomradio huare 100% (fault id
49) with the database faulidio huand 68% (fault id 40) with the database fa&econditions:
radio hu messagé.he result of this fault matching is shown in figb.3.

radio hu

100
80
60 -
40 -
20

similarity %

40 41 42 44 45 46 47 48 49 50 51 52 53
fault id

Figure 5.3: Fault similarities with symptom radio h

The similarities of fault symptomadio hu messagare 100% (id 40) with database fawaltlio hu
and 84% (id 41) with database fardtlio: radio. message; audio hu radio message nggsaad
84% (id 45) with database faulhdio hu message message messdég. result of this fault
matching is shown in figure 5.4.
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radio hu message

100 -
80 -
60 -
40 -
20 A
0

similarity %

40 41 42 44 45 46 47 48 49 50 51 52 53
fault id

Figure 5.4: Fault similarities with symptom radio tmessage

The similarities of fault symptomadio dvd messagare 61% (id 41) with the database fault
radio: radio. message; audio hu radio message ngesaad 56% (id 45) with the database fault
radio hu message message messé@lge.result of this fault matching is shown in figib.5.

radio dvd message

[e]
o

(o]
o

similarity

N b
o O O
| | |

40 41 42 44 45 46 47 48 49 50 51 52 53
fault id

Figure 5.5: Fault similarities with symptom radieddmessage

The similarities of fault symptomadio dvdare 58% with database faultedio (id 50) andradio

radio(id 51) andradio radio radio(id 52). The result of this fault matching is shown in figur
5.6.

Based on the above result analysis it can be cdedlthat the similarity of a user provided fault
is higher if the symptom of the fault matches mdosely with any database fault. It satisfies the
requirement of finding similar faults for a faujtrsptom.
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radio dvd

100
80
60
40
20 ~

similarity %

40 41 44 45 46 47 48 49 50 51 52 53
fault id

Figure 5.6: Fault similarities with symptom radiedd

5.6 Fuzzy Logic based Fault Diagnostic System

Fuzzy Logic (FL) is a problem-solving control systenethodology [54] which was introduced
by Dr. Lotfi Zadeh. It is a generalization of standl logic, where a concept can have a degree of
truth from 0.0 to 1.0. Truth degree of 0.0 meamsdbncept is fully false, whereas 1.0 means the
concept is fully true. Fuzzy logic makes use of XFAND Y THEN Z reasoning. Unlike a
mathematical model, it relies on the descriptivarahters of the system where it is applied. This
can be made clear with any example:

For example regarding an infotainment “system” &dfaaltiness”. A Fuzzy subset of FAULT
that determines “to what degree is a device x yaudhould be designed. A degree of
membership in the Fuzzy subset of FAULT must bégass to each member in infotainment
system Set. A membership function based on the steerent of a device in the system is
assumed.

FAULT(x) = {0 , If SleepCuntéx) < 50uA,
= SleepCurrent(x) - S0uA/60, if S0uA <ke&Current(x) <= 110pA
=1 , If SleepCurrent(x) > 110pA

Now imagine a Rear Seat Entertainment (RSE) dewase sleep current of 115pA. It means
“RSE is Faulty” = 1. A device TVTuner has sleepreat of 80uA means “TVTuner is Faulty” =
0.5.

Zaden describes Fault as LINGUISTIC VARIABLE whigkpresents our cognitive category of
Faultiness.

One very important application of Fuzzy membergbitions and rules is an expert system for
data analysis or data reasoning. To reason on thaapllowing standard form is used in an
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expert system

If x is fully-faulty and y is non-faulty then z aulty

Where x and y are input variables and z is outpuble. Fully-faulty is a membership function
defined on x which is termed as fuzzy subset; aotty is a membership function defined on y
which is termed as fuzzy subset and faulty is a bexship function defined on z. The conclusion
assigns a membership to each of the output va(gblEhe set of rules is termed as rule base or
knowledge base.

Fuzzy Logic

1,2

; -
e

80; 0,5

Fault

0,4 A

0,2 A

(o] 20 40 60 80 100 120
SleepCurrent

Figure 5.7: Fuzzy Logic for SleepCurrent and Féarldevices

Knowledge or Rule Base: Knowledge base or Rule Isase imprecise form of storage of human
experiences. Conditions and Actions in the formiFof.., THEN ..., are the main features to
describe a human expert’s knowledge in a linguistay.

Fuzzification, Inference, Composition and Defuzafion are the important steps of a Fuzzy
Expert system.

Fuzzification: Fuzzification is the process whdre thembership functions defined on the inputs
are applied to their actual values to calculatedngree of truth for each rule premise.

Inference Engine: Uncertainty of information ingwase results in uncertainty in decision. This
requires the inference engine to have the capatigomputing to analyze the transmission of
uncertainty from the premises to the conclusiorie €onclusion should be comprehensible for
general users. MIN or PRODUCT is used as inferenlee

Composition: All the Fuzzy subsets assigned to eadhut variable are combined together to
form a single Fuzzy subset for each output variald@X or SUM is used for composition. A
combined output fuzzy subset is determined by takire pointwise maximum over all of the
fuzzy subsets assigned to variable by the infereote with the help of MAX. A combined
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output fuzzy subset is determined by taking thenwase sum over all of the fuzzy subsets
assigned to the output variable by the inferentewith the help of SUM.

Defuzzification: The transformation of fuzzy outpwet to a crisp number is called

Defuzzification. This is the process of computingalar from a fuzzy conclusion. This is

needed especially for fuzzy control system. Differapproaches are available to determine
Defuzzification.

A single defuzzified number can be calculated byhods such as average maximum method,
weighted average maxima method and a centroid methdhe centroid method the defuzzified

value is determined by the center of gravity of sihea below the membership function of the
grade member. The variable value at which the fszibset has its maximum truth value is taken
as the crisp value for the output variable in maximmethod. Now the equations for fuzzy

systems will be derived:

Rule 1: IF Xis Al and Yis B2 THEN Z is C1
Rule 2: IF Xis A2 and Y is B2 THEN Z is C2

The degrees of membership are represented hyxg)Aand by pB(yo) for Rulel for fuzzy
variables X and Y. gand yrepresent two specific values on fuzzy variablesn¥ Y.
Similarly, the degrees of membership are represgenyeu A (xo) and by uB(yo) for Rule2 for
fuzzy variables X and .
The degree of truth for Rule 1 is defined with

a1= min{pai(Xo), Mei(Yo) }

The degree of truth for Rule 2 is defined with

a1= mMin{paz(Xo), Me2(Yo) }

The outputs of Rule 1 and Rule 2 are calculatedm®ans of matching the strength of its
preconditions on its conclusion:

Hc1(w) = min{ aa, Hea(w )}
Hez(w) = min{ aa, Peo(w )}

Herew is Rule conclusions’ value cj4(o) is an output action for Rule 1 and-4{w) is an output
action for Rule 2.

Then conflict resolution is determined by the faling equation
Hc(w) = max{pci(w), Hea(w)}

Hc(w) is a pointwise membership function for the corelirronclusion of the rules of Rule 1 and
Rule 2. The operation max refers to union.

Now the defuzzified crisp number is determined byter of gravity method
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. "'_k_ 6 i
28~ ple120c(2)
izloc(Zi)

Where k is the number of quantization levels ofdbgut, Zis the amount of system output at
the quantization level i and:(r) represents its membership value in C.
5.7 Fuzzy System for Automotive Infotainment Syem

A fuzzy system accepts the input variables, praetsem and then sends an output. Below is a
schematic diagram of fuzzy system for automotifetainment system

X1

X2 Fuzzy System

v
<

Figure 5.8: Fuzzy System
Herex; X2 X3 and x are input variables andis output.
A more detaileduzzy system is presented below.
The main components of the fuzzy system are Featiin block, Inference block and
Defuzzification Block. Membership Function and RiBase are two important intermediate
processes that provide inputs for Fuzzificatiofedence and Defuzzification blocks.

Now the defuzzified number for three infotainmeatides can be found out:

Assume three infotainment devices as variables, Ratlio and RSE all have a volume in the
range 0 to 10. The following membership functiond eules are proposed —

Faulty(t)
NonFaulty (t)

1 — (t/10)
t/10
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Rule Base

A 4

A 4
A 4

Inference Defuzzification —— vy

Membership Function

Figure 5.9: Fuzzy System Components

Rule 1: if TV is Faulty and Radio is Faulty then RSE is NonFaulty
Rule 2: if TV is Faulty and Radio is NonFaulty then RSE is Faulty
Rule 3: if TV is NonFaulty and Radio is Faulty then RSE is Faulty
Rule 4: if TV is NonFaulty and Radio is NonFaultgrt RSE is NonFaulty

Now investigate Rule 1 for TV = 0.0 and Radio =.3t2Zneans
Faulyl(TV) =1.0
NonFaulty(TV) = 0.0
Faulty(Radio) = 0.68
NonFaulty(Radio) = 0.32

Now the degree of truth for a rule’s premise acoaydo MIN inferencing for different rules -

Rule 1:
a1(RSEF min{Faulty(TV), Faulty(Radio)} = min{1.0, 0.68} 6.68
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Faulty

Figure 5.10: Fuzzy rule for Faulty

NonFaulty

Figure 5.11: Fuzzy Rule for NonFaulty
Rule 2:
a2(RSE)}X min{Faulty(TV), NonFaulty(Radio)} = min{1.0, 0.32 0.32
Rule 3:

a3 (RSE) = min{NonFaulty(TV), Faulty(Radio)} = min{).0.0.68} = 0.0
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Rule 4:
a4(RSE) = min{NonFaulty(TV), NonFaulty(Radio)} = minQ, 0.0.32} = 0.0

The above degrees of truth for a rule’s premiseshosvn on the following figure:

Degree of Truth

0,8

07 Rule 1

0,6

0,5

0,4 -
Rule 2

0,3

0,2

0,1 -

Rule 3 Rule 4

Figure 5.12: Degree of Truth for different rules

It means for Rule 1, MIN inferencing gives RSE thezy subset defined by the membership
function:

Rule1l(RSE) = {RSE/10, when RSE <= 6.8
0.68, whenz >=6.8}
PRODUCT inferencing gives RSE the fuzzy subseneefiby the membership function:
Rule1l(RSE) = rsefNonFaulty(RSE)
= 0.68*RSE/10
= 0.068*RSE
Similarly,

Rule2(RSE) =»rsey*Faulty(RSE)
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= 0.32*(1 — RSE/10)

=0.32 - 0.032*RSE

Rule3(RSE) =(rse)*Faulty(RSE)
= 0.0 *(1 — RSE/10)

=0.0

Rule4(RSE) 23(rRse)*NoNn Faulty(RSE)
= 0.0*(RSE/10)
=0.0

SUM composition (pointwise sum over all of the fuzaubsets assigned to the output variable by
the inference rule) is

Fuzzy(RSE) = Rulel(RSE) + Rule2(RSE) + Rule3(R3Hi)le4(RSE)
= 0.068*RSE + 0.32 — 0.032*R8&H.0 + 0.0
=0.32 + 0.036*RSE

The crisp value is computed in the centroid methgcatalculating the centre of gravity of the
membership function for the fuzzy value.

The area of the function over 0 to 10

O 10
A = 0f(0:32 + 0:036 ARSE)dRSE g
= f(0:32a RSE + 0:018 a4 RSE?)7°
5:0
The moment of the function over 0 to 10
© 10
M=: fO:32aRSE + 0:018a RSE?dRSEg

° = 2 = 3yj10
= f(0:18aRSE“+ 0:012aRSE®)! g
= 28:0

The centroid or crisp value is calculated as folfayv

CrispValue(RSE) = 4
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= 5:6

Now consider the above fuzzy system. Assume:
n = number of inputs

m = number of membership functions

R = Maximum number of rules

R=nf

If the number of input is 10 and the number of membip function is 5, then the maximum
number of rules isBwhich is 9,765,625. This incurs a huge effort itcakating the crisp value.
This is why the rationale should be to keep the lmemof inputs and number of membership
functions as low as possible. Restricted use sfftiizy system will be employed for this study’s
infotainment system.

Many authors have proved that the crisp value pfyisystem is useful for feedback in a control
system. The input is modified according to the Bsadk. Thus crisp value is meaningful for fuzzy
control system. Our aim is to visualize a faulttpie based on existing expert knowledge. Thus it
is easy to propose solutions to fix a fault. Ireslundant for our work to use Defuzzification
block in Fuzzy system. Inferencing is used to foud Defuzzification value. Inferencing block
can also be eliminated from the system to be deeeloThe modified fuzzy system turns into the
following form —

Rule Base

> —» Fuzzification ——— Processing

v
<

Membership Function

Figure 5.13: Fuzzy System for Automotive Infotaimne
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Chapter 6

System Design and System Model

In this chapter the system model is designed. Degacriptions of different phases,
methodologies used and techniques of the modellsoeoutlined.

6.1 System Model

Fault System  Fault
Symptoms Model " Report

Figure 6.1: System Model
The system receives fault symptoms as input. Itggses the symptoms. Then a fault report
containing expected features is generated. Thd infuthe system is the fault symptoms and the

output is the fault report. The fault report pritti® nature of the fault and probable solutions.
Now the question is which requirements of the systbould be developed.

6.2 System Design

In this section this system is described - theragsions, system parameters, inputs, outputs.

Decision
Feature Making Fault
User ,| Selection > Simila(ity > using > Fault_ »| Fixing
Input Matching Fuz_zy Mapping Options
Logic

Figure 6.2: System Model for Fault Diagnosis
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The new system model in this study consists ofufeaselection, similarity matching, decision
making and fault mapping blocks. User provided tfayimptoms are processed in the above
blocks. The output of the system is fault fixingygastions. A set of options will be generated to
fix the fault. The figure 6.2 depicts the schematew of the ISFAD.

Each of the blocks of ISFAD processes user providett characteristics. The functionalities,
technigques and methodologies are described irotlmnving parts.

A user at first describes the fault symptoms wighural language. The symptoms may contain
meaningless words for determining fault matchesamitegless words and features are filtered
out from user provided fault characteristics. Iis thhase stop wording is used to eliminate the
unnecessary words. A database of stop words faynmaattve multimedia and infotainment
system has already been developed. If the faulpsym contains any stop word, the stop word is
eliminated from further process. Then the word stémg technique is applied to treat words with
the same root as the same feature. The output raf stemming is a set of selected features. Thus
a set of features with high information contenéx¢racted from user input. Figure 6.3 describes
the feature selection phase.

User

Provided

Fault Stop Word Selected

Symptom —*» Wording » Stemming [ > Feature
Set

Figure 6.3: Feature Selection Phase

In Appendix 1, a list of stop words has been huplt which are closely related to multimedia and
infotainment system in automotive. Appendix 2 |stismming words.

Selected features are then processed in the dimiaatching phase. Cosine algorithm is used to
find the similar faults which are already storedthe system. A measure of similarity is also
generated with the matched faults. The similartgies is chosen from 0% to 100%. The outputs
of this phase are similar faults and degree of lanity. Figure 6.4 depicts the basic steps of
similarity matching phase.

Feature Cosine Similarity

Set Algorithm Measure

Figure 6.4: Similarity Matching Phase
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The output of the similarity matching phase is jued to the Fuzzy Logic based decision

making system. Fuzzy rules are built to classify thults in three fuzzy sets of Low, Medium

and High. Membership functions for the three fuzeys are derived mathematically. Then the
grade of membership of these sets is determineedbas the similarity measure. The grade of
membership is the decision on fault proximity wille stored faults. This process is described in
Figure 6.5.

Degree Decision
Similarity Fuzzy -~ of on Fault
Matching Logic - Truth Proximity

Figure 6.5: Fuzzy System

Based on the grade of membership for the fuzzy ektbw, medium and highsolution
possibilities are generated. To find out the fixipgssibilities, the existing fault causes
corresponding to the faults stored in databasesed. For every possible fault solution, a degree
of confidence is provided based on fuzzy rules s€h@ocesses are depicted in figure 6.6.

Experience R Solution 1
Fetching Suggestion
Faul_ts _of —» from » on Eault Solution 2
Proximity Knowledge Fixing
Database . Solution N

Figure 6.6: Fault Mapping and Probable Solutionseha

6.3 Design Parameters

From the above system design, it is understoodftinaaking decisions on fault proximity and
degree of confidence for fixing suggestions itesessary to build a mathematical model.

From the similarity measure phase, some numergaleg are obtained. This value is converted

into a percentage. It means the output of the plsagenumerical value from zero to 100. Based
on this similarity value, a mathematical modelfimzzy system has to be developed.
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—  Low ()
——  Medium (m)
——— High (h)
|3 m2 h2 h3
1.0
Grade of
menbership
V)
1 b my 14 mg 100
Similarity in percentagéx) h

Figure 6.7: Membership function of fuzzy sets

Now equations for fuzzy sets are constructed. Fisstylow is represented by the following
equations:

y=0for x =0 to I2:::(i)

Y= s |2Xa |3al for x =12 to I3 (”)
y = —,43 max+ 1 for x = ls to la(iii)
For all the other values tfy = 0.

Fuzzy set medium is represented by the followingagiqns

X a

y=——xa—- for x = m1 to mz:(iv)
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_ 1 N ms
Y= A Xa =
moams ma2a ms

for x = m2 to ms:::(v)
For all the other values of,y = 0.
Fuzzy set high is represented by the following équa

- 1 - h — nam M
Y= X @ an for x = ha to hz:(vi)

y=1 for x = h2 to hz:::(vii)
For all the other values of y = 0.

According to the above equations, it can be saad kI3 14, M M, Mg, hy, hy, hy are design
parameters. Decisions on fault solutions are dep@reh these parameters.

6.4 Assumptions

Consider that the peak point of fuzzy set low cgponds to the start point of fuzzy set medium
and the peak point of fuzzy set medium correspoodie start point of fuzzy set high. The start
point of high and the end point of low are the sgmoant. The following relations can be
established -

3= ma::(viii)

2= m2= hy::(ix)

ms = h2:::(X)

The two sides of low triangle and two sides of mnidngle are kept equal. It means the distances
from points (4, 0, to (5, 1) and from points §l 1) to (4, 0, are equal. Similarly, the distances from
points (m, 0, to (mp, 1) and from points (M 1, to (s, 0) are equal.

To further simplify the simulations, the homogenrgdaiistribution of low, medium and high
membership functions are assumed. As a resulfptiosving relations are established -

mia l2= hi1a m1= msa ha::(xi)
The following relations also hold valid for thisssgm -

The degree of membership of low and medium coirfcrdss-pint) at mid value, which is 0.5.
The degree of membership of medium and high car{cidss-point) at mid value, which is 0.5

From the figure of membership function of fuzzy,s#tis obvious that the degrees of
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membership of all the fuzzy sets are within thegeaaf 0 and 1 inclusive.
6.5 Level of Confidence

Based on the degree of membership for fuzzy detsletvel of confidence for the suggestion of
how to fix a fault is determined. The confidenceele(CL) is classified in six categories — CLO,
CL1, CL2, CL3, CL4 and CL5. CLO indicates the lowésvel of confidence (no suggestions
available) and CF5 indicates the highest levelooffidence on fault fixing suggestions.

Confidence levels CLO, CL1, CL2, CL3, CL4 and CLlB defined with the following conditions:
A fault fixing suggestion is said to be in classQGkhen the following criteria are met
Degree of Membership for Low is less than 1

And the Degree of Membership for Medium O

And the Degree of Membership for High is 0

A fault fixing suggestion is said to be in classlGikhen the following criteria are met
Degree of Membership for Low is less than 1 anéigrethan 0.5

And the Degree of Membership for Medium is gretiten O and less than 0.5

And the Degree of Membership for High is 0

A fault fixing suggestion is said to be in class2G#hen the following criteria are met
Degree of Membership for Low is less than or e¢oi&l.5

And the Degree of Membership for Medium is gretiten or equal to 0.5

And the Degree of Membership for High is 0

A fault fixing suggestion is said to be in class33khen the following criteria are met
Degree of Membership for Low O

And the Degree of Membership for Medium is gretiten or equal to 0.5 and less than 1
And the Degree of Membership for High is greatantb and less than or equal to 0.5
A fault fixing suggestion is said to be in class4Gkhen the following criteria are met
Degree of Membership for Low is O

And the Degree of Membership for Medium is less thg

And the Degree of Membership for High is greatantB.5 and less than 1.0

A fault fixing suggestion is said to be in class53khen the following criteria are met
Degree of Membership for Low is equal to O

And the Degree of Membership for Medium is O
And the Degree of Membership for High is equal to 1
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The following figure clarifies the concepts discegsbove -

Low (1)
———  Medium (m)
—  High(h)
|3 m2 h2 h3
1.0
Grade of 0.5
merbership
v)
CL | CL
1 2
|1 & my 14 ms 100
Similarity in percentagéx) h

Figure 6.8: Classification on level of confidence
6.6 Tuning Parameters

In this system it is possible to choose all of plaegameters ofll,, Iz 14, My mp, mg hy hy, hgas
tune parameters for simulations using the systesse® on the above assumptiopsind b are
chosen as tuning parameters.

65



Intelligent System for Fault Diagnosis in Autometipplications

Chapter 7

Simulation and Result

This chapter describes the simulation setup, sitimlanput, processing methodologies and the
output. The result is assessed and a decision de ralaout the performance and novelty of this
study’s system.

Firstly I,= 20 and b= 80 are selected. This is simulation set 1. Irugation set 2,J= 10 and h
= 0 are chosen. In simulation set:3; D and h= 70 are chosen.

7.1 Fault Database

A fault database based on a real infotainment systea real car has been created. The faults
were recorded during normal driving of a car. Thistainment system consists of Head Unit
(HU), TVTuner, DABTuner (Digital Radio), Rear Sdamtertainment (RSE) and an Amplifier.
HU is the main controller. The other devices amve$. RSE consists of a CD/DVD player,
Auxiliary input and a Head Phone Amplifier. To mimmithe real communications among the
devices an Optolyzer was used as a spy. The bifis iradicates the commands and responses
for each device. The log is used to find out tte cause of the fault.

The faults were recorded according to Fault ID.Tthe description of the fault was written with
as many keywords as possible. Then, after analymdpg causes of the faults were noted. This
primary database will be used as the base of ysies.

[ FaultID || Fault Description |[ Fault cause
1 GroupAddress is not stored after light off in Radio Radio NetworkManagement
2 Light not switched on within wake up time at RSE RSE NetworkManagement
3 RSE sleep current out of range RSE Hardware
4 Device information can not be read from DABTuner DABTuner NetBlock
5 Critical unlock recognition out of range for TVTuner TVTuner NetworkManagement
6 MOST: Light not switched off at HU after shutdown HU NetworkManagement
7 Medium-Insert Event does not work at RSE RSE MultiMediaPlayer Deckstatus
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8 Displays are not switched off after shutdown at RSE HU NetworkManagement
9 MOST: TVTuner does not switch off in high Temperature TVTuner NetworkManagement
10 Wrong HighLevel Retry for play at HU HU NetworkManagement
11 RSE: Volume of HeadPhoneAmplifier can not be changed RSE HeadPhoneAmplifier
MixerLevelExt/Voulme
12 MOST: Automatic update of FunctionBlocks in system state RSE NetworkManagement
Config NotOK from RSE
13 MOST: RSE does not react for any command such as play, stop RSE MultiMediaPlayer
etc NeworkManagement/Deckstatus
14 MultiMediaPlayer makes internal Reset after Notification.Set.All RSE MultiMediaPlayer Notification
command from the HU Function
15 RSE makes light off during soft reset RSE Function Block
Diagnosis/NetworkManagement
16 HeadPhoneAmplifier does not mute Audio after an MPR- RSE HeadPhoneAmplifier
Allocate/ResourceManagement
17 RSE does not update its display when DVD is inserted or ejected | RSE MultiMediaPlayer DeckStatus
during play Load/Unload
18 HU does not enter error in memory for under voltage HU Function Block Diagnosis
19 Color of TVTuner can not be changed TVTuner Function Color
20 MOST: The display does not show tuned program name for TVTuner Function ProgramName
TVTuner
21 MOST: Headphoneamplifier does not notify changed mute HeadPhoneAmplifier Function Mute
status
22 TVTuner displays wrong country code FBlock TVTuner Function
CountryCode
23 Country name is showed wrongly in display TVTuner Function CountryName
24 MultiMediaPlayer does not show any sub title RSE MultiMediaPlayer Function
SubTitle OnOff
25 RSE does not show any file position from currently playing video RSE MultiMediaPlayer Function
FilePosition
26 Audio goes to backward by Forward button for Audio CD RSE MultiMediaPlayer Function

FastFwSpeed
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27 Movies are not repeated in RSE for DVD RSE MultiMediaPlayer Function
Repeat

28 Time position of MultiMediaPlayer stays fixed always RSE MultiMediaPlayer Function
CurrentTimePosition

29 Head phone audio is not muted by mute RSE HeadPhoneAmplifier Function
Mute

30 TVTuner does not mute volume after shut down HU Function DeAllocate

31 No audio hearable from TVTuner TVTuner Function Allocate

32 No program list after AutoStore in TVTuner TVTuner Background Scan

33 Currently available stations are not shown for DABTuner DABTuner Function Tune

34 TVTuner can not tune to the specified channel TVTuner Antenna Disconnect

35 Current channel number is not changed for TVTuner TVTuner Function CurrentChannel

36 Media volume goes down for volume up command in RSE HeadPhoneAmplifier Function
MixerLevelExt with Operation Type
Increment

37 Loading status is not shown during CD insert in RSE RSE MultiMediaPlayer Function
LoadingStatus

38 No directory path for currently playing audio is shown for RSE RSE MultiMediaPlayer Function
CurrentDirectoryPath

39 Track position is not displayed at RSE for CD RSE MultiMediaPlayer Function
TrackPosition

40 Display video format does not change for RSE RSE MultiMediaPlayer Function
VideoFormat OperationType
SetGet

41 DABTuner does not play any service during snow fall DABTuner NetworkManegement
Temperature

42 TVTuner hangs if the Auto key is inserted and removed within 5 HU Unstable Light Lock

seconds

43 RSE plays fast forward for the command of pause RSE MultiMediaPlayer Function
Deckstatus

44 Movie is not stopped by stop command in RSE RSE MultiMediaPlayer Function
DeckStatus

45 CD does not start auto play RSE MultiMediaPlayer DeckStatus
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46 TVTuner makes high sound Amplifier Function Mute

47 No audio is playing if there exists an input at Auxiliarylnput at HU Function Allocation/Deallocation
RSE

48 Infotainment system makes CD sound on/off when the battery RSE UnverVoltage Hysterisis
supply gets lower

49 CD does not get out by eject button RSE Hardware

50 Display does not show program list of DABTuner HU HMI Function

51 Display remains dark. Error at the Display Display

52 HU does not send message to radio HU HMI Function

53 HU MMI sends wrong message to audio HU HMI Function

54 TVTuner has no sound Amplifier MixerLevelExt

55 RSE is not muted during incoming telephone call HU ResourceManagemnt

7.2 Simulation Results

In this chapter the simulation results are presenténder Fault symptom field the fault
characteristics provided by a user are describedeUfield Database Fault ID the ID number of
the fault which is stored in our knowledge databiaseutput. The Similarity field indicates the
percentage matching of the user provided fault whtt knowledge database. The degree of
Membership field indicates the Fuzzy degree of mensiip for Fuzzy sets Low (L), Medium
(M) and High (H). Under field CL (Confidence Levethe level of confidence for probable
solutions is mentioned. The Solution field indicatiee probable solutions for fixing a fault.

Simulation set 1:

l,=20 and h= 80
Nr | Fault Data | Simil | Degree of Membership CLSolution
Symptom | base | arity
Fault | (%)
ID
1 DVD auto | 27 23 L(0.15), M(0.00), H(0.00)| O | No suggestion
play does | 17 27 L(0.35), M(0.00), H(0.00)| O | No suggestion
not work | 45 40 L(1.00), M(0.00), H(0.00)| O | No suggestion
2
stop 44 22 L(0.10), M(0.00), H(0.00)| 0 | No suggestion
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buttonin | 43 24 L(0.20), M(0.00), H(0.00)| 0 | No suggestion

RSE 13 35 L(0.75), M(0.00), H(0.00)| 0 | No suggestion

makes

play

TVTuner | 31 38 L(0.90), M(0.00), H(0.00)| 0 | No suggestion

has no 46 47 L(0.65), M(0.35), H(0.00)| 1 | Amplifier Function Mute
sound 54 100 | L(0.00), M(0.00), H(1.00)| 5 | Amplifier MixerLevelExt
HU does | 08 28 L(0.40), M(0.00), H(0.00)| O | No suggestion

not switch| 09 28 L(0.40), M(0.00), H(0.00)| 0 | No suggestion

off light 06 54 L(0.30), M(0.70), H(0.00)| 2 | HU NetworkManagement
after

shutdown

TVTuner | 35 24 L(0.20), M(0.00), H(0.00)| O | No suggestion

sleep 03 27 L(0.35), M(0.00), H(0.00)| O | No suggestion

current 46 38 L(0.90), M(0.00), H(0.00)| O | No suggestion

too high

Displays |51 22 L(0.10), M(0.00), H(0.00)| O | No suggestion

remain 02 29 L(0.45), M(0.00), H(0.00)| O | No suggestion

switched | 08 49 L(0.55), M(0.45), H(0.00)| 2 | HU NetworkManagement
on after

shutdown

in RSE

HU 43 20 L(0.00), M(0.00), H(0.00)| 0 | No suggestion

HighLeve | 10 64 L(0.00), M(0.80), H(0.20)| 3 | HU NetworkManagement
| retry is

too many

for play

command

HeadPhon 29 24 L(0.20), M(0.00), H(0.00)| O | No suggestion

eAmplifie | 30 24 L(0.20), M(0.00), H(0.00)| 0 | No suggestion

rvolume |11 48 L(0.60), M(0.40), H(0.00)| 1 | RSE HeadPhoneAmplifier
can not be MixerLevelExt/Voulme
increased

HU sends | 14 20 L(0.00), M(0.00), H(0.00)| O | No suggestion

Notificati

on.SetAll

command

but the
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RSE
hangs
10 | RSE turns| 15 49 L(0.55), M(0.45), H(0.00)| 1 | RSE Function Block
light off Diagnosis/NetworkManage,
for hard ment
reset
11 | TVTuner | 07 24 L(0.20), M(0.00), H(0.00)| 0 | No suggestion
color 34 27 L(0.35), M(0.00), H(0.00)| O | No suggestion
function | 19 57 L(0.15), M(0.85), H(0.00)| 2 | TVTuner Function Color
does not
work
12 | MultiMed | 24 48 L(0.60), M(0.40), H(0.00)| 1 | RSE MultiMediaPlayer
iaPlayer Function SubTitleOnOff
subtitle is
wrong
13 | Wrong 39 21 L(0.05), M(0.00), H(0.00)| O | No suggestion
time 28 35 L(0.75), M(0.00), H(0.00)| O | No suggestion
position
of
MultiMed
iaPlayer
for CD
14 | TVTuner | 26 22 L(0.10), M(0.00), H(0.00)| 0 | No suggestion
audiois |29 29 L(0.45), M(0.00), H(0.00)| 0 | No suggestion
always 31 38 L(0.90), M(0.00), H(0.00)| 0 | No suggestion
muted
15 | Country |52 21 L(0.05), M(0.00), H(0.00)| 0 | No suggestion
code of 19 24 L(0.20), M(0.00), H(0.00)| O | No suggestion
TVTuner | 22 35 L(0.75), M(0.00), H(0.00 | 0 | No suggestion
is not set
according
to the HU
command
16 | No update| 12 52 L(0.40), M(0.60), H(0.00)| 2 | RSE NetworkManagement
of
Function
Blocks in
system
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state
Config
Ok for
RSE
17 | Program | 20 32 L(0.60), M(0.00), H(0.00)| 0 | No suggestion
namein |22 40 L(1.00), M(0.00), H(0.00)| O | No suggestion
display is | 23 40 L(1.00), M(0.00), H(0.00)| O | No suggestion
wrong for
TVTuner
18 | Volume |40 31 L(0.55), M(0.00), H(0.00)| O | No suggestion
of 36 36 L(0.80), M(0.00), H(0.00)| 0 | No suggestion
HeadPhon 11 55 L(0.25), M(0.75), H(0.00)| 2 | RSE HeadPhoneAmplifier
eAmplifie MixerLevelExt/Voulme
r of RSE
does not
change
according
to the
command
19 | Video 25 22 L(0.10), M(0.00), H(0.00)| O | No suggestion
format of | 40 42 L(0.90), M(0.10), H(0.00)| 1 | RSE MultiMediaPlayer
RSE is Function VideoFormat
wrong OperationType SetGet
20 | CD plays | 45 21 L(0.05), M(0.00), H(0.00)| 0 | No suggestion
backward | 43 47 L(0.65), M(0.35), H(0.00)| 2 | RSE MultiMediaPlayer
for pause Function Deckstatus
command
in RSE
21 | Noauto |47 21 L(0.05), M(0.00), H(0.00)| O | No suggestion
play for | 45 83 L(0.00), M(0.00), H(1.00)| 1 | RSE MultiMediaPlayer
CDin DeckStatus
RSE
22 | Eject 39 31 L(0.55), M(0.00), H(0.00)| O | No suggestion
command | 49 60 L(0.00), M(1.00), H(0.00)| 2 | RSE Hardware
from RSE
does not
out the
CD
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23

There is
no update
of
TunedPro
gram if
antenna is
disconnec
ted for
TVTuner

31

24

L(0.20), M(0.00), H(0.00)

No suggestion

24

Music is
not
paused for
pause
command

43

34

L(0.70), M(0.00), H(0.00)

No suggestion

25

DABTune
r does not
play any
service if
the car
speed is
too high

41

35

L(0.75), M(0.00), H(0.00)

No suggestion

26

Directory
path of
Audio CD
is not
displayed

39

31

L(0.55), M(0.00), H(0.00)

No suggestion

27

currently
available
service of
DDABTu
ner is not
displayed

38

25

L(0.25), M(0.00), H(0.00)

No suggestion

28

change of
MPR in
MOST
does not
mute the

29
16

27
40

L(0.35), M(0.00), H(0.00)
L(1.00), M(0.00), H(0.00)

No suggestion
No suggestion
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Wz

audio
29 | HeadPhon 21 38 L(0.90), M(0.00), H(0.00)| 0 | No suggestion
eAmplifie | 16 42 L(0.90), M(0.10), H(0.00)| 1 | RSE HeadPhoneAmplifier
r mute 1 | Allocate/ResourceManager
does not ent
work 29 42 L(0.90), M(0.10), H(0.00) RSE HeadPhoneAmplifier
Function Mute
30 | Lightoff |18 63 L(0.00), M(0.85), H(0.15)| 3 | HU FBlock Diagnosis
error is
not
entered by
HU in
error
memory
Simulation set 2:
l[,=10 and h= 70
Nr | Fault Data | Simil | Degree of Membership CLSolutions
Symptom | base | arity
Fault | (%)
ID
1 DVD auto | 27 23 L(0.65), M(0.00), H(0.00)| 0 | No suggestion
play does | 17 27 L(0.85), M(0.00), H(0.00)| 0 | No suggestion
not work | 45 40 L(0.50), M(0.50), H(0.00)| 1 | RSE MultiMediaPlayer
DeckStatus
2
stop 44 22 L(0.60), M(0.00), H(0.00)| 0 | No suggestion
button in | 43 24 L(0.70), M(0.00), H(0.00)| O | No suggestion
RSE 13 35 L(0.75), M(0.25), H(0.00)| 1 | RSE MultiMediaPlayer
makes NeworkManagement/Deck
play atus
3 TVTuner |31 38 L(0.60), M(0.40), H(0.00)| 1 | No suggestion
has no 46 a7 L(0.15), M(0.85), H(0.00)| 2 | Amplifier Function Mute
sound 54 100 | L(0.00), M(0.00), H(1.00)| 5 | Amplifier MixerLevelExt
4 HU does | 08 28 L(0.90), M(0.00), H(0.00)| O | No suggestion
not switch| 09 28 L(0.90), M(0.00), H(0.00)| O | No suggestion
off light 06 54 L(0.00), M(0.80), H(0.20)| 3 | HU NetworkManagement
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after
shutdown
5 TVTuner | 35 24 L(0.70), M(0.00), H(0.00)| O | No suggestion
sleep 03 27 L(0.85), M(0.00), H(0.00)| 0 | No suggestion
current 46 38 L(0.60), M(0.40), H(0.00)| 1 | Amplifier Function Mute
too high
6 Displays |51 22 L(0.60), M(0.00), H(0.00)| O | No suggestion
remain 02 29 L(0.95), M(0.00), H(0.00)| 0 | No suggestion
switched | 08 49 L(0.05), M(0.95), H(0.00)| 2 | HU NetworkManagement
on after
shutdown
in RSE
7 HU 43 20 L(0.50), M(0.00), H(0.00)| O | No suggestion
HighLeve | 10 64 L(0.00), M(0.30), H(0.70)| 4 | HU NetworkManagement
[ retry is
too many
for play
command
8 HeadPhon 29 24 L(0.70), M(0.00), H(0.00)| O | No suggestion
eAmplifie | 30 24 L(0.70), M(0.00), H(0.00)| O | No suggestion
rvolume |11 48 L(0.10), M(0.90), H(0.00)| 2 | RSE HeadPhoneAmplifier
can not be MixerLevelExt/Voulme
increased
9 HU sends | 14 20 L(0.50), M(0.00), H(0.00)| O | No suggestion
Notificati
on.SetAll
command
but the
RSE
hangs
10 | RSE turns| 15 49 L(0.05), M(0.95), H(0.00)| 2 | RSE Function Block
light off Diagnosis/NetworkManage,
for hard ment
reset
11 | TVTuner | 07 24 L(0.70), M(0.00), H(0.00)| O | No suggestion
color 34 27 L(0.85), M(0.00), H(0.00)| O | No suggestion
function |19 57 L(0.00), M(0.65), H(0.35)| 3 | TVTuner Function Color
does not
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work
12 | MultiMed | 24 48 L(0.10), M(0.90), H(0.00)| 2 | RSE MultiMediaPlayer
iaPlayer Function SubTitleOnOff
subtitle is
wrong
13 | Wrong 39 21 L(0.55), M(0.00), H(0.00)| 0 | No suggestion
time 28 35 L(0.75), M(0.25), H(0.00)| 1 | RSE MultiMediaPlayer
position Function
of CurrentTimePosition
MultiMed
iaPlayer
for CD
14 | TVTuner | 26 22 L(0.60), M(0.00), H(0.00)| O | No suggestion
audiois |29 29 L(0.95), M(0.00), H(0.00)| 0O | No suggestion
always 31 38 L(0.60), M(0.40), H(0.00)| 1 | TVTuner Function Allocate
muted
15 | Country |52 21 L(0.55), M(0.00), H(0.00)| O | No suggestion
code of 19 24 L(0.70), M(0.00), H(0.00)| O | No suggestion
TVTuner | 22 35 L(0.75), M(0.25), H(0.00)| 1 | FBlock TVTuner Function
is not set CountryCode
according
to the HU
command
16 | No update| 12 52 L(0.00), M(0.90), H(0.10)| 3 | RSE NetworkManagement
of
Function
Blocks in
system
state
Config
Ok for
RSE
17 | Program | 20 32 L(0.90), M(0.10), H(0.00)| 1 | TVTuner Function
name in ProgramName
display is | 22 40 L(0.50), M(0.50), H(0.00)| 1 | Block TVTuner Function
wrong for CountryCode
TVTuner |23 40 L(0.50), M(0.50), H(0.00)| 1 | TVTuner Function
CountryName
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18 | Volume |40 31 L(0.95), M(0.05), H(0.00)| 1 | RSE MultiMediaPlayer
of Function VideoFormat
HeadPhon OperationType SetGet
eAmplifie | 36 36 L(0.70), M(0.30), H(0.00)| 1 | HeadPhoneAmplifier
r of RSE Function MixerLevelExt
does not with Operation Type
change Increment
according | 11 55 L(0.00), M(0.75), H(0.25)| 3 | RSE HeadPhoneAmplifier
to the MixerLevelExt/Voulme
command

19 | Video 25 22 L(0.60), M(0.00), H(0.00)| O | No suggestion
format of | 40 42 L(0.40), M(0.60), H(0.00) RSE MultiMediaPlayer
RSE is 2 | Function VideoFormat
wrong OperationType SetGet

20 | CD plays | 45 21 L(0.55), M(0.00), H(0.00)| O | No suggestion
backward | 43 a7 L(0.15), M(0.85), H(0.00)| 2 | RSE MultiMediaPlayer
for pause Function Deckstatus
command
in RSE

21 |Noauto |47 21 L(0.55), M(0.00), H(0.00)| 0O | No suggestion
play for | 45 83 L(0.00), M(0.00), H(1.00)| 5 | RSE MultiMediaPlayer
CDin DeckStatus
RSE

22 | Eject 39 31 L(0.95), M(0.05), H(0.00)| 1 | RSE MultiMediaPlayer
command Function TrackPosition
from RSE | 49 60 L(0.00), M(0.50), H(0.50)| 3 | RSE Hardware
does not
out the
CD

23 | Thereis |31 24 L(0.70), M(0.00), H(0.00)| O | No suggestion
no update
of
TunedPro
gram if
antenna is
disconnec
ted for
TVTuner

24 | Musicis |43 34 L(0.80), M(0.20), H(0.00)| 1 | RSE MultiMediaPlayer
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not Function Deckstatus
paused for
pause
command
25 | DABTune | 41 35 L(0.75), M(0.25), H(0.00)| 1 | DABTuner
r does not NetworkManegement
play any Temperature
service if
the car
speed is
too high
26 | Directory | 39 31 L(0.95), M(0.05), H(0.00)| 1 | RSE MultiMediaPlayer
path of Function TrackPosition
Audio CD
is not
displayed
27 |currently | 38 25 L(0.75), M(0.00), H(0.00)| 1 | RSE MultiMediaPlayer
available Function
service of CurrentDirectoryPath
DABTune
ris not
displayed
28 | change of | 29 27 L(0.85), M(0.00), H(0.00)| 0 | No suggestion
MPR in 16 40 L(0.50), M(0.50), H(0.00)| 1 | RSE HeadPhoneAmplifier
MOST Allocate/ResourceManagel
does not ent
mute the
audio
29 | HeadPhon 21 38 L(0.60), M(0.40), H(0.00)| 1 | HeadPhoneAmplifier
eAmplifie Function Mute
r mute 16 42 L(0.40), M(0.60), H(0.00)| 2 | RSE HeadPhoneAmplifier
does not Allocate/ResourceManagel
work ent
29 42 L(0.40), M(0.60), H(0.00)| 2 | RSE HeadPhoneAmplifier
Function Mute
30 |Lightoff |18 63 L(0.00), M(0.35), H(0.65)| 4 | HU Function Block
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\*2

error is Diagnosis
not
entered by
HU in
error
memory
Simulation set 3:
l[,=0and h=60
Nr | Fault Data | Simil | Degree of Membership CLSolutions
Symptom | base | arity
Fault | (%)
ID
1 DVD auto | 27 23 L(0.85), M(0.15), H(0.00)| 1 | RSE MultiMediaPlayer
play does Function Repeat
not work | 17 27 L(0.65), M(0.35), H(0.00)| 1 | RSE MultiMediaPlayer
DeckStatus Load/Unload
45 40 L(0.00), M(1.00), H(0.00)| 2 | RSE MultiMediaPlayer
DeckStatus
2
stop 44 22 L(0.90), M(0.10), H(0.00)| 1 | RSE MultiMediaPlayer
button in Function DeckStatus
RSE 43 24 L(0.80), M(0.20), H(0.00)| 1 | RSE MultiMediaPlayer
makes Function Deckstatus
play 13 35 L(0.25), M(0.75), H(0.00)| 2 | RSE MultiMediaPlayer
NeworkManagement/Deck
atus
3 TVTuner | 31 38 L(0.10), M(0.90), H(0.00)| 2 | TVTuner Function Allocate
has no 46 47 L(0.00), M(0.65), H(0.35)| 3 | Amplifier Function Mute
sound 54 100 | L(0.00), M(0.00), H(1.00)| 5 | Amplifier MixerLevelExt
4 HU does | 08 28 L(0.60), M(0.40), H(0.00)| 1 | HU Command Missing
not switch| 09 28 L(0.60), M(0.40), H(0.00)| 1 | TVTuner
off light NetworkManagement
after 06 54 L(0.00), M(0.30), H(0.70)| 4 | HU NetworkManagement
shutdown
5 TVTuner | 35 24 L(0.80), M(0.20), H(0.00)| 1 | TVTuner Function
sleep CurrentChannel
current 03 27 L(0.65), M(0.35), H(0.00)| 1 | RSE Hardware
too high | 46 38 L(0.10), M(0.90), H(0.00)| 2 | Amplifier Function Mute
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6 Displays |51 22 L(0.90), M(0.10), H(0.00)| 1 | Display
remain 02 29 L(0.55), M(0.45), H(0.00)| 1 | RSE NetworkManagement
switched | 08 49 L(0.00), M(0.55), H(0.45)| 3 | HU NetworkManagement
on after
shutdown
in RSE
7 HU 43 20 L(1.00), M(0.00), H(0.00)| 0 | No suggestion
HighLeve | 10 64 L(0.00), M(0.00), H(2.00)| 5 | HU NetworkManagement
| retry is
too many
for play
command
8 HeadPhon 29 24 L(0.80), M(0.20), H(0.00)| 1 | RSE HeadPhoneAmplifier
eAmplifie Function Mute
r volume | 30 24 L(0.80), M(0.20), H(0.00)| 1 | HU Function DeAllocate
can not be 11 48 L(0.00), M(0.60), H(0.40)| 3 | RSE HeadPhoneAmplifier
increased MixerLevelExt/Voulme
9 HU sends | 14 20 L(1.00), M(0.00), H(0.00)| O | No suggestion
Notificati
on.SetAll
command
but the
RSE
hangs
10 | RSE turns| 15 49 L(0.00), M(0.55), H(0.45)| 3 | RSE Function Block
light off Diagnosis/NetworkManage,
for hard ment
reset
11 | TVTuner |07 24 L(0.80), M(0.20), H(0.00)| 1 | RSE MultiMediaPlayer
color Deckstatus
function | 34 27 L(0.65), M(0.35), H(0.00)| 1 | TVTuner Antenna
does not Disconnect
work 19 57 L(0.00), M(0.15), H(0.85)| 4 | TVTuner Function Color
12 | MultiMed | 24 48 L(0.00), M(0.60), H(0.40)| 2 | RSE MultiMediaPlayer
iaPlayer Function SubTitleOnOff
subtitle is
wrong
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13 | Wrong 39 21 L(0.95), M(0.05), H(0.00)| 1 | RSE MultiMediaPlayer
time 28 35 L(0.25), M(0.75), H(0.00)| 2 | Function TrackPosition
position RSE MultiMediaPlayer
of Function
MultiMed CurrentTimePosition
iaPlayer
for CD

14 | TVTuner | 26 22 L(0.90), M(0.10), H(0.00)| 1 | RSE MultiMediaPlayer
audio is Function FastFwSpeed
always 29 29 L(0.55), M(0.45), H(0.00)| 1 | RSE HeadPhoneAmplifier
muted Function Mute Parameter

31 38 L(0.10), M(0.90), H(0.00)| 2 | TVTuner Function Allocate

15 | Country |52 21 L(0.95), M(0.05), H(0.00)| 1 | HU HMI Function
code of 19 24 L(0.80), M(0.20), H(0.00)| 1 | TVTuner Function Color
TVTuner | 22 35 L(0.25), M(0.75), H(0.00)| 2 | FBlock TVTuner Function
is not set CountryCode
according
to the HU
command

16 | No update| 12 52 L(0.00), M(0.40), H(0.60)| 4 | RSE NetworkManagement
of
Function
Blocks in
system
state
Config
Ok for
RSE

17 | Program | 20 32 L(0.40), M(0.60), H(0.00)| 2 | TVTuner Function
name in ProgramName
display is | 22 40 L(0.00), M(1.00), H(0.00)| 2 | FBlock TVTuner Function
wrong for CountryCode
TVTuner | 23 40 L(0.00), M(1.00), H(0.00)| 2 | TVTuner Function

CountryName

18 | Volume |40 31 L(0.45), M(0.55), H(0.00)| 2 | RSE MultiMediaPlayer
of Function VideoFormat
HeadPhon OperationType SetGet
eAmplifie
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rof RSE | 36 36 L(0.20), M(0.80), H(0.00) HeadPhoneAmplifier
does not Function MixerLevelExt
change with Operation Type
according Increment
to the 11 55 L(0.00), M(0.25), H(0.75) RSE HeadPhoneAmplifier
command MixerLevelExt/Voulme
19 | Video 25 22 L(0.90), M(0.10), H(0.00) RSE MultiMediaPlayer
format of Function FilePosition
RSE is 40 42 L(0.00), M(0.90), H(0.10) RSE MultiMediaPlayer
wrong Function VideoFormat
OperationType SetGet
20 | CD plays | 45 21 L(0.95), M(0.05), H(0.00) RSE MultiMediaPlayer
backward DeckStatus
for pause | 43 47 L(0.00), M(0.65), H(0.35) RSE MultiMediaPlayer
command Function Deckstatus
in RSE
21 |Noauto |47 21 L(0.95), M(0.05), H(0.00) HU Function
play for Allocation/Deallocation
CDin 45 83 L(0.00), M(0.00), H(1.00) RSE MultiMediaPlayer
RSE DeckStatus
22 | Eject 39 31 L(0.45), M(0.55), H(0.00) RSE MultiMediaPlayer
command Function TrackPosition
from RSE | 49 60 L(0.00), M(0.00), H(1.00) RSE Hardware
does not
out the
CD
23 | Thereis |31 24 L(0.80), M(0.20), H(0.00) TVTuner Function Allocate
no update
of
TunedPro
gram if
antenna is
disconnec
ted for
TVTuner
24 | Musicis |43 34 L(0.30), M(0.70), H(0.00) RSE MultiMediaPlayer
not Function Deckstatus
paused for
pause
command
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25 | DABTune | 41 35 L(0.25), M(0.75), H(0.00) DABTuner
r does not NetworkManegement
play any Temperature
service if
the car
speed is
too high

26 | Directory | 39 31 L(0.45), M(0.55), H(0.00) RSE MultiMediaPlayer
path of Function TrackPosition
Audio CD
is not
displayed

27 | Currently | 38 25 L(0.75), M(0.25), H(0.00) RSE MultiMediaPlayer
available Function
service of CurrentDirectoryPath
DABTune
ris not
displayed

28 | change of| 29 27 L(0.65), M(0.35), H(0.00) RSE HeadPhoneAmplifier
MPR in 16 40 L(0.00), M(1.00), H(0.00) Function Mute Parameter
MOST On/Off
does not RSE HeadPhoneAmplifier
mute the Allocate/ResourceManagel
audio ent

29 | HeadPhon 21 38 L(0.10), M(0.90), H(0.00) HeadPhoneAmplifier
eAmplifie Function Mute
r mute 16 42 L(0.00), M(0.90), H(0.10) RSE HeadPhoneAmplifier
does not Allocate/ResourceManagel
work ent

29 42 L(0.00), M(0.90), H(0.10) RSE HeadPhoneAmplifier
Function Mute

30 |Lightoff |18 63 L(0.00), M(0.00), H(1.00) HU Function Block
error is Diagnosis
not
entered by
HU in
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error
memory

7.3 Result Analysis

30 faults from a real car have been investigatedbdble solutions or fixing methods for the
faults have been provided using the knowledge dambThese faults were resolved by the
software, hardware and system developers. Thersystevided solutions were compared with
the real ones. Below is the summary of accuracyhesolutions.

Set 1l (4 = 20, b = 80): correct 17, No Solutions 13
Set 2 (4 =10, b = 70): correct 23, incorrect 5, no solution 2
Set3 (4 =0, b =60): correct 22, incorrect 7, no solution 1

Figure 7.1 depicts the status of solutions of tiput faults for 4 = 20, i = 80. Here it can be
seen that only 17 suggestions were correct. ltoispossible to suggest any solutions for 13
faults. There was no incorrect solution.

Red = Incorrect solution
Green = Correct solution

Status of Fault Solutions (12 =20)  Bfank=NoSolution

L

1 23 456 7 8 91011121314151617 1819202122 2324252627 282930
User Fault ID

Figure 7.1: Graph on solutions of faults fpel20

Figure 7.2 depicts the status of solutions of tiput faults for 4 = 10, b = 70. Here it can be
seen that 23 suggestions were correct. It is nssipke to suggest any solutions for only 2 faults.
There are 5 incorrect solutions. It means five tohs which were suggested to fix faults proved
to be wrong.
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Red = Incorrect Solution

Staus of Fault Solutions (L2 = 10) Green = Correct Solution
Blank = No Solution

N w B [&)] )]
! ! ! !

1 2 3 45 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30
User Fault ID

Figure 7.2: Graph on solutions of faults fpr110

Figure 7.3 depicts the status of solutions of tipaut faults for4 = 0, i = 60. Here it can be seen
that 22 suggestions were correct. It is not possiblsuggest any solutions for only 1 fault. There
are 7 incorrect solutions.

Red = Incorrect Solution
i Green = Correct Solution
Status of Fault Solutions (12 = 0) Blank = No Solution

1 2 3 45 6 7 8 91011121314151617 18 19 20 21 22 23 24 25 26 27 28 29 30
User Fault ID

Figure 7.3: Graph on solutions of faults fpel0

Figure 7.4 shows the accuracy of faults for différgalues of 12. For 12 = 0, correct fault
solutions are 22, for 12 = 10, correct faults aBea®d for [2 = 20, correct fault solutions are only
17. It shows that if 12 is chosen as very smalllasge, then the correct solutions of faults
decrease. So |12 = 10 is an optimized value if oapta/to maximize the correct solutions.

85



Intelligent System for Fault Diagnosis in Autometipplications

Correct Fault Solutions against |2

30
25
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e 17

15
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Number of Correct Solutions

Figure 7.4: Graph for correct fault solutions agathe border of Fuzzy function

Incorrect Fault Solutions against 12

30

25

20 A

15 A

Number of Incorrect Solutions

25 30 35 40

Figure 7.5: Graph for incorrect fault solutions iagathe border of Fuzzy function

Figure 7.5 shows the inaccuracy of faults for défe values of 12. For 12 = 0, incorrect fault
solutions are 7, for 12 = 10, incorrect faults &rand for 12 = 20, there is no incorrect solutitin.
shows that if 12 is chosen as very small, the irexdr solutions of faults increase. Incorrect
solutions can be avoided for higher values of 18reHin the simulation 12 = 20 is an optimized
value if one wants to minimize the incorrect sauos.
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Figure 7.6 shows the trends of no fault solutiamsdifferent values of 12. For 12 = 0, no fault
solution is 1, for 12 = 10, no fault solutions d&eand for 12 = 20, no fault solutions are 13. It
shows that if 12 is chosen as very large, the nurob@o solutions for faults increases. When 12
is chosen as very low, the number of no solutionddults decreases.

No Fault Solution against 12

30

25 A

20 A

15

13
10 A

Number of No Solutions

0 5 10 15 20 25 30 35 40

Figure 7.6: Graph for incorrect fault solutions iagathe border of Fuzzy function

After analyzing the simulation results, it can loaduded that if 12 is chosen as very small a
large amount of correct fault solutions is prodyaedery high amount of incorrect solutions is
produced, but a lesser amount of no solutionsadusred. If 12 is chosen as very high, a smaller
amount of correct solutions is produced, a muck &sount of incorrect solutions is produced,

but a very high amount of no solutions is produddterefore 12 = 10 is chosen as an optimum
tuning parameter.

Below is a table (Table 7.1) in which different &dence levels (CL) with correct and incorrect
numbers of solutions are summarized for all theufation sets.

Table 7.1:

Confidence | CL1 CL2 CL3 cL4 CL5
Level

Number of 16 20 9 5 7
correct
solutions

Number of 14 14 4 2 0
incorrect
solutions
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Figure 7.7 depicts the behavior of this systentctwrect solutions against different confidence
levels. The graph shows that when the level ofidentte (CL) increases, the rate of correct
solutions of fault fixing becomes higher.

Solution Correctness against Confidence Level
100 0
(%]
[
S 80
E ®69 71
o
60 59
= *53 ¢59
(0]
= 40
o
o
S 20
=
0 T T T T
0 1 2 3 4 5
LC

Figure 7.7: Rate of correct solutions for differenhfidence levels

Figure 7.8 depicts the behavior of this systemroorrect solutions against different confidence
levels. The graph shows that when the level of identce increases, the rate of incorrect
solutions for fault fixing becomes lower.

Solution Incorrectness against Confidence Level
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Figure 7.8: Rate of incorrect solutions for differeonfidence levels
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The above results of the simulation prove thatiilgber the level of confidence, the greater the
chance of obtaining a correct fault fixing solutidiis validates the concept of Confidence
Level.

7.4 System Validation

Solutions for thirty different faults have beenyided. The solutions are verified against real
fixing methods for the purpose of making a conicligegarding the validity of the system
results.

Correctness of Solutions
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g 30
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Figure 7.9: Percentage of correct solutions oft§aul
Incorrectness of Faults
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Figure 7.10: Percentage of incorrect solutionsaafté
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Figure 7.9 reveals that up to 74% correct solutiforsfaults are achievable if the tuning

parameters can be optimized. Figure 7.11 showsthigsystem is incapable of providing up to
43% of solutions. Figures 7.10 shows that up to Z&8et solutions are wrong. These are the
drawbacks of this system.

No Slutions

100
90
80
70
60
50
40

% of no solutions

30
20
10

Figure 7.11: Percentage of no solutions of faults
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Chapter 8

Conclusion and Future Work

In this study, a new system to diagnose a faultie@n developed. The main goal was to find out
the cause of a fault and provide a solution(s).eBam the user provided fault symptoms, one or
more possible solutions are proposed to fix it. ethodologies of current fault classifications
in different fields of applications have been reskad. Then several new schemes to classify
faults in different categories were proposed. Ateesive review of existing literature on fault
diagnosis was performed. There is no single systdrich can be used for newly emerging
automotive infotainment and multimedia system whishbased on MOST technology. New
techniques for designing this system were propasemtder to fulfill the goals of this project.
Pattern recognition technique was used to selattifes, cosine similarity method for similarity
matching, fuzzy technique for decision making orfaalt classification and the level of
confidence concept to propose suggestions for fexirig.

Thirty real faults from a car were collected toigtate the system. The simulation result shows
that this system can provide up to 77% correcttgwig in the best case and up to 57% correct
solutions in the worst case. For the solutionsauritffixing, confidence level has been defined.

Based on the confidence level, it is possible tedast the probability of whether a fault can

really be fixed by these suggestions. In this systehas been shown that if the confidence level
of a fault fixing solution is high, there is morertainty of being able to fix the fault with these

suggestions.

Research shows that up to 3% of the total costsazlr development is spent on fault analyzing
and fault fixing. System designers and developéis @ar are the persons responsible for fixing
any faults of the automotive infotainment systeonfrthe root level. A fault arises due to wrong
behavior of hardware or software or both. Idemtifythe causes of a fault and offering solutions
are the main tasks that must be carried out bedmain order to fix it. Using this new system for
fault fixing would certainly reduce many of the@tk of system developers and designers. This
new system can be used by automotive manufactuaeds suppliers to reduce the total
development cost.

One of the main advantages of this developed sysédhmat it takes the input from any kind of

automotive user; from a driver to an expert engineetextual format. The symptoms are

described in natural language. The system extrdeisnecessary and important information
according to its need in order to generate its wstplt does not rely on any question/answer
formats from the user.

The main limitation of this system is that the kiedge base is not mature enough. It means that
this system lacks a large knowledge base for hagdiil the faults observed by a user. This
knowledge base should be improved. In this worky dhree different values of the tuning
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parameter have been chosen. The system behaviothanoutput when using other values of
tuning parameters should also be observed. Themy& only applicable to the automotive
infotainment and multimedia system. Further workidtl be carried out in order to apply it in
other areas. This system lacks an element ofealhing. A proper technique should be explored
and integrated within the system for self learning.
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Appendix |

List of stop words.

a has someone
about hasnt something
above have sometime
across he sometimes
after hence somewhere
afterwards her still

again here such
against hereafter system

all hereby take
almost herein ten

alone hereupon than

along hers that
already herself the

also himself their
although his them
always how themselves
am however then
among hundred thence
amongst i there
amoungst ie thereafter
amount if thereby

an in therefore
and inc therein
another indeed thereupon
any interest these
anyhow into they
anyone is thick
anything it thin
anyway its third
anywhere itself this

are keep those
around last though

as latter three

at latterly through
back least throughout
be less thru
became Itd thus
because made to
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become may too
becomes me top
becoming meanwhile toward
been might towards
beforehand mill twelve
behind mine twenty
being more two
beside moreover un
besides most under
between mostly until
beyond move up

bill much upon
both must us
bottom my very

but myself via

by name was

call namely we

can neither well
cannot nevertheless were
cant him what

co nine whatever
con nobody when
could noone whence
couldnt not whenever
cry now where
detail nowhere whereafter
do of whereas
does often whereby
done on wherein
down once whereupon
due one wherever
during only whether
each onto which

eg or while
eight other whither
either others who
eleven otherwise whoever
else our whole
elsewhere ours whom
etc ourselves whose
even out why

ever over will

every own with
everyone part within
everything per without
everywhere perhaps would
except please yet

few put you
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fifteen
fify

fill

fire
first
five
for
former
formerly
forty
found
four
from
front
further
get
give
go
had

rather

re

see
seem
seemed
seeming
seems
several
she
should
show
side
since
sincere
SiX

sixty

SO

some
somehow

your
yours
yourself
yourselves
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Appendix Il

Word stemming List

The words inside the first bracket are mapped ®word outside the bracket. For example,
words Digital Video Disc and Digital Disc are mapgde word DVD.

Play (playing, played, plays)

DVD (Digital Video Disc, Digital Disc)

CD (Compact Disc, Disc, Audio Disc, Video Disc)
Navigation (Navi)

RSE (Rear Seat Entertainemnt, Rear Entertainment)
TVTuner (TV, Television, ISDBT, DAVT)
DABTuner (DAB, Digital Radio)

Radio (AM, FM, Analog Radio)

MOST (Message Oriented System Transport)
CAN (Controller Area Network)

Forward (Fwd)

Backward (Bwd)

Current (Power)

Voltage (Low Voltage, High Voltage)

Media (Multi Media)

HeadPhoneAmplifier (Head Phone Amplifier, HPA)
Tempearture (Temp)

Diagnosis (Diag)

FunctionBlock (FBlock)

FktID (Function ID, FunctionID)

InstID (Instance ID)

OpType (OperationType, Operation Type)

Error (Fault, Faulty, Erroneous, Defect)

Video (Movie)

Audio (Music)

HU (HeadUnit, Head Unit)

Cable (Connector)

SW (Software, Soft Ware)

HW (Hard Ware, HardWare)

SWDL (Software Download, SoftwareDownload)
NWM (Network Management, Networkmanagement)
FastForward (FstFwd)

Optolyzer (Opto)

Start (Starts, Started, Starting)

Startup (Start up)

Shutdown (Shut down)
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Run (Runs, Ran, Running)

Press (Pressed, Pressing, Presses)

Eject (Ejects, Ejected, Ejecting, Ejct)

Pause (Pause, Pausing, Paused)

Connect (Connection, Connecting, Connected)
Allocate (Allocating, Allocation, Allocated)
Mute (Muted, Muting)

Disconnect (Disconnecting, Disconnected, Disconoeyt
RBD (Ring Break Diagnosis)

Load (Loading, Loaded)

Unload (Unloaded, Unloading)

Light (Lighting, Lights)

Wake (Wakeup, wake up)
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