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PRELIMINARY REMARK

This research report is an English translation of the German language KFN Research Report
No. 152.! It is not excluded that this English version may therefore contain deviations in expla-
nations or meanings which are caused by the translation process.
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1 INTRODUCTION

Digitization can generally be described as the spread of digital technologies, which has an im-
pact on many areas of life.> Organizations and companies are also confronted with this devel-
opment in many ways. However, they are not only unilaterally exposed to digitization and a
digitization discourse that generates pressure to act’, but they themselves influence the process
of digitization.* Taking into consideration the perceived potential for optimisation and value
creation (e.g. simplification and acceleration of process flows, cross-border cooperation, devel-
opment of data-based business models), companies make organisational decisions on the use
of digital technologies/data/services and on their development/generation/marketing.>

Among the unintended side effects of these decisions are, for example, the growing risks of
cybercrime and the associated damage to companies and their customers and business partners,
which raise questions about the security of IT systems in more or less digitized companies.

From a criminal law perspective, cybercrime covers a wide range of offences. In the context of
companies, this includes, for example, criminal offences such as fraud (§ 263 StGB), extortion
(§ 253 StGB) or mobbing acts committed via the Internet. These are often® subsumed as "cyber-
"7 as the Internet and IT systems connected via it serve merely as "means of
committing crimes" and are not the actual target of the attack. As a rule, they are subsumed
under long-standing criminal offences within the German Criminal Code (StGB). In contrast,
"cyber-dependent crime" includes offences that only became possible with digital networking
and are primarily directed against IT systems or digital data. For these offences, new offences
have been created in the StGB. These include, for example, the spying or interception of data
(§§ 202a, 202b and 202¢ StGB), data theft (§ 202d StGB), data alteration, computer sabotage
(§§ 303a and 303b StGB) and the falsification of evidentially relevant data (§ 269 StGB).

enabled crime

Criminological research that deals with cybercrime focuses comparatively often on offences in
the area of "cyber-enabled crime" that is directed against private individuals,® although in gen-
eral there is still relatively little criminological research.’ This is particularly true for cybercrime

[

Cf. Biichner (2018b: 333f)).
3 Cf. Biichner (2018a); Pfeiffer (2015).
4 Cf. Biichner (2018b).

The companies differ in terms of their "data literacy", which is measured according to Biichner (2018b: 339) is often in a
"tension relationship" to the "possibilities of data generation used".

6 E.g. insult according to § 185 StGB, slander according to § 186 StGB or defamation according to § 187 StGB

On the distinction between cyber-enabled crime and cyber-dependent crime, see e.g. Council of Europe (2001); Eisele
(2016: 255); Robertz, Oksanen and Risiinen (2016: 2); Seidl and Starnecker (2017: 338); Wall (2004: 20); Bundeskrimi-
nalamt (2018).

8 E.g. Chen et al. (2016); Fansher & Randa (2018); Niisi et al. (2017); Tsitsika et al. (2015); Henson et al. (2016) or Wegge
et al. (2016).

9 Cf. Meier (2012). Reep-van den Bergh and Junger (2018) provide an overview of research on cybercrime against private
individuals in Europe.



14 Cyber-attacks against companies

in the business sector. Above all, there is a lack of studies that go beyond a descriptive depirc-
tion of the spread of cybercrime and examine factors influencing the risk of victimisation.'°

A survey commissioned by the German Federal Ministry for Economic Affairs and Energy
(BMWi) from WIK-Consult on the IT security of SMEs in Germany has shown that there is a
great need for action in the field of cyber security for small and medium-sized companies.!! But
also for larger companies and other areas of the economy, such as the financial sector, studies
for the years 2015 and 2016 have shown that 40 to 50 % of companies were affected by cyber-
crime in the sense of industrial espionage, sabotage or data theft within two years (Bitkom 2015;
KPMG 2015; PwC/University of Halle 2016).

In view of this initial situation, it must be a central concern both for criminological research
and for the German economy to react appropriately to the threat posed by cybercrime and to
deal with the issue of IT security in a more targeted manner. In order to be able to assess the
risks, spread and extent of cybercrime in particular and to evaluate possible protective
measures, e.g. with regard to the cost-benefit ratio, valid results of scientific research that is as
independent as possible, is required.

Figure 1 Project participants
rFLmdm
g
, CYBERATTACKS AGAINST COMPANIES
®|ZE=FT @B IT-sicherheit
‘ INDERWIRTSCHAFT Funding Code: BMWi-VID5-090168623-01-1/2017

Project Duration: December 2017 - November 2020

autgrund cines Beschlusses
des Deutschen Bundestages

x Project Promoter
Project @ Jec -

O
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Board oo.ee ‘#;:mmm.«

Proposal Support KfN P Additional Funding
5

T
@ GOTTINGEN 7 pwe

VHV STIFTUNG/

CATI-Institute Regional ©)
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IKANTAR EMNID e @®

Round Table o0

Associated Partner

1)
Mittelstand- @ insaire = ik —— c.. BVMW
Digital ] H m Niedersachsen pwe : — HSPVNRW

The Criminological Research Institute of Lower Saxony (KFN) together with the Research
Center L3S of the Leibniz University Hannover has therefore decided to conduct a broad in-
vestigation which should provide differentiated knowledge about the types and frequency of
cyber-attacks. It is also intended to determine the spread of prevention measures and IT security
standards. Based on these results, the transfer of scientific findings into practice is also to be
ensured. For this purpose, prevention strategies and concrete recommendations for action are
to be developed.

10 Cf. Mesko (2018).
11 Cf. Bundesministerium fiir Wirtschaft und Energie (2012).
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The project "Cyber-attacks against companies" is funded as part of the initiative "IT security in
the economy" of the Federal Ministry for Economic Affairs and Energy and it, receives addi-
tional funding from the VHV Foundation and PricewaterhouseCoopers and is supported by an
advisory project advisory board!? (Figure 1'%). It has a modular structure and uses different
survey methods to answer the respective research questions (Figure 2). To date, interviews have
been conducted with IT managers in companies as well as with experts from law enforcement
agencies, the Office for the Protection of the Constitution, the Federal Office for Information
Security and the insurance industry,'* followed by field studies with IT employees in companies
on the topics "Evaluation of documentation in the context of small and medium-sized compa-
nies" and "IT security rules in everyday working life".

Figure 2 Work packages
o . . ll CYBERATTACKS AGAINST COMPANIES
W e ﬁ WORK PACKAGES
m m ﬁ % m Funding Code: BMWi-VID5-090168623-01-1/2017
Gefordert durch: Companies in Germany Project Duration: Dezember 2017 bis November 2020

m Bundesministerium
for Wirtschaft
und Energie

WP 6 Transfer of Results

l

o, ey ot WP 10 Forecasting Platform
N Project Regional el

'y =+ Advisory Board Company 2 2
als & Partners Round Table 1)(x

Field Study
IT-Security Strategies

WP 7

State of Research

Field Study

Expert Interviews Usability of SIEMs

Field Study
IT-Security Rules

Field Study

WP 4 Evaluation of How-To Docs

CAT-Interview Study WP 3 ] Online-Survey WP 9 WP 5

&
Additional Fundingthrough:  pwe  VHV STIFTUNG /

In addition, a survey of 5,000 companies in Germany with a special focus on small and medium-
sized companies was conducted, which forms the basis for this report. The project is scheduled
to run for three years from December 2017 to November 2020.

1.1 Object of research

1.1.1 Cyber-attacks

Compared to other criminological objects of investigation, such as classic property crime, re-
search on "cyber-dependent crime" is associated with special characteristics: The variation and

In addition to the sponsors of the project, the Federal Association of Medium-Sized Businesses, Mittelstand-Digital, the
Chamber of Industry and Commerce Hanover, the State Criminal Police Office Lower Saxony, the Office for the Protec-
tion of the Constitution of Lower Saxony, the Chair of Corporate Accounting and Business Informatics at the University
of Osnabriick, the Chair of Criminology and Sociology at the University of Police and Public Administration NRW in
Cologne, VHV Insurance and the IT security company CIPHRON are represented in the project.

Further information on the overall project and all those involved can be found at https://cybercrime-forschung.de.
Results of the expert interviews can be found at Stiller et al. (2020).



16 Cyber-attacks against companies

combination possibilities of attack vectors'®, malware and perpetrators' procedures are hard to
overlook due to rapid technological developments.'® In addition, the absolute number of non-
registered crimes'” can be regarded as very large.'® Certain attacks or individual steps of related
attacks, such as the unauthorised copying and passing on of personal data, may not be recog-
nised by those affected. It is possible that their consequences will only become apparent at a
later point in time, when a tangible damage to the company (e.g. the lost competitive advantage
due to a spyware attack) or third parties has occurred. A study of the consulting company Pas-
cual & Marchinion indicates, for example, that people whose credit card data was stolen as a
result of incidents at banks or retail companies in the previous year, are almost three times more
likely to become victims of identity theft.'” The intentions of the perpetrators, e.g. the purpose
for which data is copied, manipulated or destroyed without authorisation, are in many cases
also not immediately apparent to private users or companies. Even the question of whether it is
a targeted attack or one that affects many companies can only be answered very vaguely. In this
context, the study focuses on cyber-attacks, regardless of their criminal law assessment, that
were, one the one hand, noticed and, on the other hand, required an active response from the
company to prevent or limit damage. This response can range from manually moving malware-
infected data to a quarantine area to system recovery of an entire network. A police report of an
ongoing CEO fraud would also be a corresponding reaction. The survey differentiated between
the following types of cyber-attack: Ransomware, spyware, other malware, manual hacking,
(D)DoS attack, defacing, CEO fraud and phishing.?’

1.1.2 Companies

As potentially affected by these cyber-attacks, companies are the focus of this study. According
to the German Federal Statistical Office, companies are "defined as the smallest legally inde-
pendent unit that keeps accounts for commercial or tax law reasons. In addition, the company
must make an annual assessment of its assets or the success of its economic activity. This also

includes facilities for carrying out a freelance activity".%!

A particular focus is on small and medium-sized companies (SMEs). According to a common
SME definition of the Institut fiir Mittelstandforschung Bonn (Institute for SME Research) of
January 2016, companies are classified as follows, using the employee size class and the annual
turnover. Companies with up to 9 employees and an annual turnover of up to EUR 2 million

15 Attack vectors are combinations of attack paths and techniques with which attackers gain unauthorised access to IT sys-
tems (see Bundesamt fiir Sicherheit in der Informationstechnik, 2017: 78).

The approaches and perspectives for differentiating and classifying cyber-attacks differ relatively widely in criminologi-
cal research. Depending on the focus (approach or goals of the perpetrators, consequences for those affected, etc.), cyber-
attacks are classified and investigated in categories that are more or less discriminatory (see Mesko, 2018).

17" The number of non-registered crimes includes all crimes of which the police have no knowledge, and which are therefore
not included in official crime statistics. A distinction can be made between the relative number of non-registered crimes,
which can be at least partially "illuminated" by research, and the absolute number of non-registered crimes. The absolute
number of non-registered crimes includes criminally relevant acts that are not remembered or not recognized by the per-
sons involved, for example (cf. Priitor 2014).

18 Bayerl & Riidiger (2018) point out that the police crime statistics (PKS) are hardly valid regarding cybercrime offences

due to the presumably very large number of non-registered crimes.

19 See Pascual & Marchini (2015).

20 An explanation of the types of cyber-attacks and their operationalisation can be found in Chapter 7, where identity theft
or credit card fraud, for example, were not considered as an attack type but as a consequence or purpose of a cyber-attack.

21 Statistisches Bundesamt (2018: 5). See also Hartmann (2017: 188f).
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form the group of micro companies, up to 49 employees and a turnover of up to EUR 10 mil-
lion/year belong to the group of small companies and up to 499 employees and an annual turn-
over of up to EUR 50 million belong to the group of medium-sized companies.??> These SMEs
are in turn distinguished from large companies with 500 or more employees and an annual
turnover of more than EUR 50 million. This study deviates from this in so far as only the char-
acteristic of the employment size class was used for stratification and drawing of the sample
and for the presentation of the results. The data about the annual turnover was collected and
considered separately. In addition, the group of micro companies (up to 9 persons employed)
has been excluded as it is the company group that is poorly represented in the databases used
for sampling and would have been difficult to reach. Their inclusion would therefore have ex-
ceeded the time and cost frame of this survey.

The respondents from companies included in this study were asked to represent their companies
as legally independent entities. This means, for example, that several locations of the company
were included, but no subsidiaries or parent companies, as these operate as their own legal form.

1.2 Research questions

The aim of the company survey is to obtain differentiated information on the prevalence of
cyber-attacks to which companies have had to react to and to ascertain the consequences (sys-
tem failures, costs etc.) and reactions (police reporting behaviour, involvement of IT security
providers etc.). Furthermore, it will be analysed which factors increase the risk of a successful
attack and which IT security measures are in place. Regarding the reaction to attacks, it is of
interest what experiences have been made with law enforcement authorities and insurers, if
applicable, and what reasons exist for not reporting incidents or not having insurance protection
for information security violations. This should also lead to conclusions about how criminal
prosecution should be structured so that companies can make greater use of it. Furthermore, the
survey of specific company characteristics should help to make meaningful distinctions be-
tween companies that have been affected by certain types of attacks.

In the first company survey within the project "Cyber-attacks against Companies", the follow-
ing research questions are central:

e What IT security measures against cyber-attacks have companies put in place?

o Do the companies have written guidelines? Are they continuously adapted to the
changes of cyber-attacks?

o Does the company have specialized employees who are explicitly assigned to
the task of fending off or preventing cyber-attacks? Are external specialists used
instead or in addition?

o How do companies control their own IT security? In particular, is a security
check of the IT system carried out using methods that attackers could use to

22 Source: https://www.ifm-bonn.org/definitionen/kmu-definition-des-ifm-bonn/ (accessed on 07.06.2019). The European

Commission uses a definition of SMEs that differs in terms of the size class of employees: only those with up to 249 em-
ployees and annual turnover of EUR 50 million or annual balance sheet total of EUR 43 million are counted as medium-
sized companies (source: http://ec.europa.eu/growth/smes/business-friendly-environment/sme-definition/ (accessed on
7th June 2019)).
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penetrate the system without authorisation (penetration testing)? Is there a for-
mal certification of the IT security system?

e What types of cyber-attacks have companies had to respond to in the last twelve
months?

o What differences in the type and frequency of cyber-attacks can be seen when
differentiating by employee size class and industry affiliation of the companies?

o How long does it take the companies to replace the affected system or to bring
it into an operational state?

o Are there any suspicions about the perpetrators?
o How have companies reacted to attacks?

o In the case of attacks linked to extortion, have they provided all or part of the
requested service?

o How much damage has been caused by perceived cyber-attacks?

o Are the companies surveyed insured against damage resulting from cyber-at-
tacks? What benefits have insured companies received following a cyber-attack
and how satisfied are they with them?

e What is the police reporting behaviour of affected companies?

o What are the reasons for not reporting?

o What experiences did the reporting companies have with the police?

o In how many cases have perpetrators been identified?

e s there a correlation between the frequency of cyber-attacks and the existence of certain
IT security measures?

o Can it be proven that investments in IT security reduce the probability of suc-

cessful cyber-attacks?

o Which IT security measures have a particularly strong effect, if any?

Before answering these questions with the results of the company survey in chapters 5 to 10,
the progress of research on cyber-attacks against companies is presented in detail in chapter 2
and the method and selection procedure for data collection is explained in chapter 3. The sample
is then described based on certain company characteristics and their distribution in the popula-
tion, after which a transition to further company characteristics is made in Chapter 4.

After the results on the IT security structure of companies, their assessments of IT risks, the
experienced cyber-attacks in the last twelve months, the details on the most severe attack and
the effectiveness of IT security measures, Chapter 11 provides a summarizing conclusion with
references to methodologically induced restrictions as well as an outlook on the following anal-
yses and upcoming research modules within the project "Cyber-attacks against Companies".



2 STATE OF RESEARCH

2.1 Characterization of the state of research

The literature on the subject of "cyber-attacks against companies" is constantly growing due to
the worldwide topicality and explosiveness of the phenomenon and is characterised by a high
degree of heterogeneity both in terms of the respective research focus and the groups of authors
and their motivations. For example, the research focuses vary in the victim perspective (organ-
ization or individual), the perpetrator perspective (external attacker, insider), a technical or non-
technical focus on IT security measures, the treatment of related topics (digitization, industry
4.0, costs of cyber-attacks, cyber insurance, etc.), the underlying data (survey or analysis of
secondary technical data, size and composition of the sample) or the validity of the results for
the underlying population (international, national, regional). Regarding authors and editorships,
it is possible to distinguish, for example, between the following three groups: a) governmental,
policy-related and other non-commercial institutions, b) commercial or entrepreneurial organi-
sations and c) academic research institutions. However, this distinction is not always possible
due to the fluid boundaries between them.

Public authorities and other non-commercial bodies regularly publish information on case num-
bers of the phenomenon of "cyber-attacks against businesses". These author groups usually
focus on the primary field of activity of the respective institution, mostly in a neutral manner,
provide additional information or suggestions for action to affected companies, but usually fo-
cus less on the investigation of causes and in-depth analysis. Especially findings of official
publications are often based on police crime statistics, and thus only include officially reported
incidents, but not the non-registered crimes.

A second group of authors have a business or commercial background in publishing surveys
and reports. This is, for example, the increase of their own reputation, the presentation of their
own competences, representation of interests or contract research. Such literature is also very
heterogeneous, partly using emotional content but also scientific methods and procedures. It
may not be independent and sometimes contains subjective statements and results that are in
harmony with the own business background. Reports, studies and surveys by this group of au-
thors represent most of the publicly available literature on the subject of "cyber-attacks against

companies"? and therefore significantly shape the public perception of the phenomenon.?*

The third group has a research-specific or academic background. The aim of this literature usu-
ally is to gain knowledge based on scientific methods and to disseminate this knowledge as
independently as possible to a wide range of addressees. Literature of these authors usually has
an appropriate and transparent description of the sample, data and methods used and specifies

2 Cf. Gehem et al. (2015).
24 Cf. Paoli et al. (2018).
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quality criteria and limitations that serve to evaluate the findings. Literature of this group, es-
pecially empirical research, is, although the phenomenon "cyber-attacks against companies" is
not new, strongly underrepresented and needs a fact-based expansion.”’

Despite the large number and diversity of publicly available literature on the topic of "cyber-
attacks against companies", the fragmented, non-comparable, sometimes contradictory or miss-
ing foundation of the research database is repeatedly criticised.?® This reaches all the way to the
accusation that there is hardly any reliable data on the phenomenon of "cyber-attacks against
companies", even that many actors are no longer able to distinguish reliable from unreliable
data and therefore make poorly informed decisions.?” The predominant literature therefore does
not seem to fully satisfy the information needs of the actors, be they companies, public author-
ities, researchers or private individuals.

2.2 Procedure for selecting and processing the literature under consideration

At the beginning of the review related literature, a comprehensive online research was con-
ducted with the aim of identifying relevant empirical studies and reports on the topic of "cyber-
attacks against companies".?® In the course of the review of the state of research, more than 350
titles were systematically recorded in a literature management program, categorized within
more than 150 groups and provided with approx. 1,700 knowledge elements (comments, key-
words, etc.). The documents come from a wide variety of authors from Germany and abroad
and do not necessarily have a focus on small and medium-sized companies, as it can be assumed
that the phenomenon of "cyber-attacks against companies" does not respect national borders®’
or size classes and therefore relevant findings can also be found outside this literature. Since it
is not possible to reproduce this literature in its entirety, this literature status is limited to a
selection of the most relevant sources, which are, for example, characterised by new, particu-
larly surprising and contradictory findings or, in the opinion of the authors, represent a good
reflection of the majority of the literature sifted. A focus is also on quantitative studies that
collect and evaluate primary data.*°

An example for a limited selection of literature for the benefit of a systematic and summarized
presentation of the respective findings is the study "Current Situation of IT Security in SMEs"
by the Scientific Institute for Infrastructure and Communication Services (WIK GmbH)?3!,
which forms the starting point for the literature status described below. Supplemented in content

25 Organisation for Economic Co-operation and Development (2015); McGuire & Dowling (2013); Agrafiotis et al. (2018);

Ngo & K. Jaishankar (2017); Gehem et al. (2015); Cobb (2015); Paoli et al. (2018).

26 Gehem et al. (2015); Florencio & Herley (2012); McGuire & Dowling (2013); Hillebrand et al. (2017); Cobb (2015);
Ryan & Jefferson (2003).

27 Cf. Ryan & Jefferson (2003).

The online research included various databases and search engines (e.g. DuckDuckGo, Google, Google Scholar,
AlSeLibrary, Springer, Elsevier, etc.) as well as forward and backward searches for keywords (e.g. cybercrime, online
crime, cybercrime, cyber-attacks, etc.) with a focus on organizations and companies. German and English language
sources were evaluated without restrictions on specific regions, business sectors or company sizes. The main focus was
on literature that collects and analyses primary data. The online research was carried out from December 2017 to April
2019.

29 Cf. Bshme (2013); Kigerl (2012).

30 The following recently published studies could no longer be included in the presentation of the state of research: Verband
der TUV e.V. (2019); Berg & Niemeier (2019).

31 Hillebrand et al. (2017).
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and scope, the state of research now presents 32 studies or reports published between 2006 and
2019.

A tabular summary of the literature relevant for this research report is included*? in Table 53.
There, background information on sample sizes, sample compositions, methods used, etc. can
be looked up, if indicated by the authors. This is urgently required in order to put alleged com-
monalities or contradictions of the literature under consideration into a larger context. An ex-
planation of selected findings from the literature mentioned above follows in section 2.4.

2.3 Limitations of the considered literature

In the context of the review of the literature and the associated review of numerous different
studies and reports on the subject of "cyber-attacks against companies", the most frequent lim-
itations will be named and briefly discussed in this section. This is intended to sensitize the
reader to a certain extent and help with the interpretation of the related literature. The limitations
mentioned in the areas of a) sample type, sample size and sampling, b) operationalisation and
c) presentation of results and transparency can lead to the fact that the results of the listed studies
can be compared with each other and with this study only to a very limited extent.

(a) Sampling type, sample size and sampling procedure

The composition of the participating companies in some studies is highly biased with respect
to the distribution of certain characteristics of the respective population, such as the employee
size class or the sector. The findings of the sample under investigation can therefore not be
transferred to the population, or only to a very limited extent. The weighting of answers accord-
ing to suitable estimators for the population, for example data from the business register for
surveys of German companies, can help to "re-proportionalise" statements from the sample in
relation to the population. In comparison to a true random sample, the self-recruitment of par-
ticipating companies in studies can also be problematic. Depending on how widespread the
possibility of taking part in a survey is, it may be that only certain companies take part or only
certain companies learn about a survey. This is the case, for example, if web links to the ques-
tionnaires are only sent to the company's own customers or to members of its own association
who already have a certain level of awareness of the topic "IT security". Companies without
these networks or relevant prior knowledge do not become aware of these surveys. Furthermore,
self-recruitment in connection with anonymous surveys can hardly exclude multiple participa-
tion of a company.

A further limitation may result from the use of small sample sizes, which in studies are often
justified by budget or time restrictions. The larger the sample size, the more precise the infor-
mation on the population can be made. In particular filter questions and granular answer cate-
gories can reduce the respective sample cases of a group to such an extent that statistical sig-
nificance is hardly possible.

In order to be able to transfer the findings of a study to a population, it is important to first
define and transparently describe the basic and selection population. Some studies explicitly
include or exclude participating companies of certain sectors or sizes, while other studies do

32 p. 163ff. (Annex 1: Additional tables).
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not. In addition, industry definitions are created by the participants themselves without allowing
a transition to a common standard (e.g. WZ08, NACE, NAICS). Subsequently, it is left to the
interviewee to classify himself in this industry scheme, which can lead to the proverbial com-
parison of apples and pears between two studies.

b) Operationalisation

During the implementation of a study, it is determined how the theoretical characteristics to be
investigated are to be made measurable in concrete terms (so-called operationalisation). During
the literature research, many inconsistent and sometimes non-transparent definitions on the
topic of "cyber-attacks against companies" came to light, which greatly limit a direct compari-
son of the several studies. The term "cyber-attack", for example, was defined technically or
legally, was already evaluated as a mere attempt or was used only after damage had occurred.
In addition, a "company" was divided into independent legal entities, a group of companies or
individual operating sites with locations in Germany or abroad. No distinction was made be-
tween risk perceptions according to the perception for one's own company or a peer group, as
a general threat situation or concrete threats from certain types of attack or attackers. Hetero-
geneous definitions and operationalizations will always exist due to the numerous players in
the "IT security market" but should be consciously taken into account when interpreting the
results.

Further restrictions may result from the data collection. For example, although the object of
investigation on cyber-attacks against companies is the organisation, data is in most cases pro-
vided in writing or verbally by individuals with limited knowledge and their own preferences,
ideas and motivations (so-called self-reporting bias). The database thus contains a certain de-
gree of subjectivity. In addition, to ignorance and difficulties in understanding, social desirabil-
ity can also lead to respondents providing information that does not correspond to reality. In
order to control this, it is possible to compare the response behaviour of different groups of
respondents (e.g. do managing directors answer the question about the assessment of the work-
ing atmosphere differently than IT employees?) It goes without saying that respondents can
only provide information about events that they themselves are aware of. Cyber-attacks unno-
ticed by the organisation or the person interviewed cannot be investigated by these forms of
study.

¢) Presentation of results and transparency

Further limitations within the reviewed literature result from missing information or lack of
transparency. For example, in some answer options it is not determined whether companies do
not know the facts, do not want to answer or the question does not apply to the situation of the
company at all. Also, questions about IT security measures often do not specify whether they
were already in place before or after a relevant cyber-attack. In addition, standard information
on the selected population, the sample as well as the structure and functions of respondents is
sometimes missing. Survey and observation periods (e.g. the year 2017 or the last 12 months)
are also not clearly delimited and presented. There are even studies available that make state-
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ments on observation years, although these had not yet been completed at the time of data col-
lection.* Last but not least, there is a general risk of misinterpretation by readers due to a lack
of transparency about the underlying specific question, as some studies only publish their con-
clusions but not the question originally asked.

The limitations described here are intended to sensitize readers and help them to interpret the
literature summarized in the following section more appropriately.

2.4 Central results of previous research

This section summarises and explains the studies listed in Table 53** (Annex 1). In order to
make it easier for the reader to appreciate the content, the contents are summarised themati-
cally® and not title by title. Direct comparisons of the findings available in the literature with
the findings of this company survey will be discussed within chapters 5 to 10 where possible
and meaningful.

2.4.1 Structural characteristics

Of the 32 selected studies, 18 were from commercial or entrepreneurial author groups, nine
from government, policy and other non-commercial organisations and five from academic re-
search institutions. They were published between 2006 and 2019, with around two-thirds of
them dating from 2017 to 2019. The studies vary greatly in their scope (12 - 110 pages, median
33 pages) and in 16 cases concern exclusively German, in six cases exclusively another nation
and in ten cases companies/organisations from several countries. If the underlying data were
collected through interviews or questionnaires (26 cases), the sample sizes ranged between 254
and 9,500 respondents (median 679). Ten studies did not specify which persons or functions
were interviewed.

No information on the population underlying to the sample was provided in about two thirds of
the cases. Information on the type of sampling and sampling procedure was not provided in 17
cases. The structure of the sample was described by most of the companies, mostly by stating
the sectors and sizes of companies surveyed.*® A reflection on the possibility of generalising
the results is often missing and in the worst case is tacitly assumed. Four of the studies go
beyond a purely descriptive presentation of the results and apply instruments of conclusive sta-
tistics.

2.4.2 Risk assessment and threat situation

Studies to assess the risk and threat of cyber-attacks against oneself and one's own organisation
or against other peer groups (e.g. other industries) are based on self-assessments. Information
on this was identified in 17 of the 32 studies.

33 Here, it appears that years have been used in graphs without indicating that the year does not refer to the distribution of

the characteristic throughout the year, but that the characteristic was only surveyed in that year.
34 ANNEX 1: Additional tables, p. 167ff.

35 See "Content characteristics" in table 53.

36 As a rule, separate groups were formed here, only a few referred to official classifications (e.g. WZ classes, ISIC, NACE,
NAICS etc.).
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According to a survey conducted by the German Federal Office for Information Security (BSI),
92 % of the companies surveyed in 2017 considered cyber-attacks to be a relevant threat to
operational capability.>” One year later, however, this figure falls by 14 % to 76 %, while the
proportion of companies expecting an increasing threat situation®® rose by 22 % from 66 % to
88 % over the same period.*” In contrast, the German Insurance Association (GDV) found in a
survey that only 32 % to 43 % of the companies surveyed perceive the risk of their own victim-
isation as high or very high.*’ A study conducted by the Northern Chamber of Industry and
Commerce Germany (IHK Nord) in 2013 came to similar conclusions (38 % of those surveyed
perceive the situation as threatening).*! A study by PwC sees the threat level as increased or
greatly increased, very similar to the BSI 2017 survey (66 %, even 85 % for Industry 4.0 com-
panies), but also sees signs of a gap between the generally perceived threat level and awareness
of one's own risk.*> Another PwC study shows that the generally perceived threat is perceived
more strongly than the own threat.*> The GDV also notes this difference in their own percep-
tion: 72 % see the risk of cybercrime for SMEs, but only 34 % see their own risk of being
affected by cybercrime.** The IHK Nord also states that companies that have already been at-
tacked assess the situation as more threatening than others.* Further surveys report high per-
ceived threats, but without distinguishing between the threat perception for the general public
and the individual.*® According to a survey by Hiscox, 66 % of respondents say that cyber
threats are among the most severe threats to the company, along with fraud.*’

In addition, only a few studies deal with what companies feel threatened by in concrete terms
or how this is manifested. According to a study by the Max Planck Institute for Foreign and
International Criminal Law, companies feel threatened above all by other IT attacks (44 %),
physical espionage (34 %), data espionage (31 %) and social engineering (16 %).*® Cisco cites
Targeted Attacks (78 %), Advanced Persistent Threats (76 %) and the expansion of Bring your
own device (BYOD) practices as the greatest concerns of IT security decision-makers.*” PwC
has found that the increased threat level is mainly reflected in the general existence of new types

37 Cf. Bundesamt fiir Sicherheit in der Informationstechnik (2017).
3% Cf. Bundesamt fiir Sicherheit in der Informationstechnik (2019a).

39 In the first version of the report of Bundesamt fiir Sicherheit in der Informationstechnik (2019b) 87% of the respondents
did not agree with this statement. After a note on this and other conspicuous results, a corrected version of the report was
published on 18 April 2019, in which all results in the "Opinion" section were corrected. In a related press release ("BSI
corrects results of the Cyber Security Survey" source: https://www.bsi.bund.de/DE/Presse/Pressemittei-
lungen/Presse2019/Cyber-Sicherheitsumfrage-180419.html), it is stated that "a technical error in the analysis [...] led to a
falsification of a few results of the survey".

40 Cf. Gesamtverband der Deutschen Versicherungswirtschaft e.V. (2018).

4l Cf. Industrie- und Handelskammer Nord e.V. (2013).

4 Cf. PricewaterhouseCoopers AG WPG (2017).

4 See PwC Strategy& GmbH (2016).

4 Cf. Gesamtverband der Deutschen Versicherungswirtschaft e.V. (2018).

4 Cf. Industrie- und Handelskammer Nord e.V. (2013).

46 See for example eco - Verband der Internetwirtschaft e.V. (2017). 95% of companies see a (strongly) growing threat; see
also techconsult (2017) The statements and results of the Techconsult survey leave many methodical and content-related
questions. For example, it is stated that the perceived threat to IT and information security increased steadily between
2014 and 2017 and the threat index based on the own survey rose from 46 to 50 during this period, but without going into
the underlying operationalization or giving any orientation for estimating the level

47 Cf. Hiscox (2018).
4 Cf. Bollhofer & Jiger (2018).
4 Cf. Cisco (2017).
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of attacks, the rising number of cyber-attacks and additional legal requirements.>® The Scientific
Institute for Infrastructure and Communication Services (WIK), on the other hand, has de-
scribed the perceived threat situation, among other things, by the increasing need to protect
corporate data in 2012 and 2017. In this context, customer, invoice, personnel, and process data
in 2017 in particular will have higher protection requirements than in 2012.3!

Overall, the risk assessments revealed by studies cover a wide range. In addition to the limita-
tions mentioned in Section 2.2, this may be due to differences in the respective observation
periods, locality and non-representative sampling.

2.4.3 Prevalences

This section summarizes the frequencies of victimization identified in the literature. These prev-
alence rates always refer to a defined period of time (e.g. lifetime prevalence, annual preva-
lence, etc.) in which the respective companies or defined groups of companies (e.g. in sectors,
in regions) were affected by various types of cyber-attacks to a relevant extent. Information on
this was identified in 17 of the 31 studies® and in each case given as a percentage of the com-
panies that were victims of cyber-attacks (%).

(a) Types of attack

One of the first and representative surveys in the United States in 2005 questioned nearly 8,000
companies about cyber-attacks. Across all industries and types of attacks, 67 % of companies
surveyed said they had been the victim of cyber-attacks at least once in 2005, with a broad
distinction made between cyber-dependent crimes (e.g. virus, denial of service, sabotage: 44 %
of all companies), cyber-enabled crimes (e.g. fraud, personal data breach: 8 % of all companies)
and other incidents (e.g. hacking, phishing, spyware: 15 % of all companies).>® Similarly, high
12-month prevalence (66.5 %) is also found ten years later by Paoli et al., but for Belgian com-
panies. They distinguish between the five non-technical types of cybercrime illegal access
(50 %), data/system interference (44 %), cyber extortion (24 %), internet fraud (13 %) and
cyber espionage (4 %).>* Gehem et al. found very different results in their qualitative meta-
analysis of 65 cybersecurity reports.>> Depending on the author of the underlying study, the
types of attacks occurring in 2013 and 2014 sometimes differed considerably: Malware, for
example, was classified as the top threat by the European Network and Information Security
Agency (ENISA), while the Russian software company Kaspersky puts the prevalence rate for
malware at around 61 % (after spam at around 65 %), the Internet site Hackmageddon at around
21 % and the US communications group Verizon at around 12 %.¢

50" Cf. PricewaterhouseCoopers AG WPG (2017).
51 Cf. Hillebrand et al. (2017).

2 It is difficult to obtain official data on attacks against companies from police crime statistics because no distinction is
made between the victim groups of companies and private individuals. For example, the Federal Criminal Police Office
uses external data, e.g. Bitkom, to present the federal cybercrime situation picture; Cf. Bundeskriminalamt (2018).

3 See Rantala (2008).

3 Cf. Paoli et al. (2018).
55 Cf. Gehem et al. (2015).
56 Cf. ibid.
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The consultancy and auditing firm PricewaterhouseCoopers (PwC) comes to the following con-
clusions in two German studies: in 2015, 56 % of the companies surveyed registered at least
one cyber-attack®’, and in 10 % (2015) and 19 % (2016) of the cases the attacks were success-
ful.’® According to a study by Bitkom from 2018, 68 % of the companies stated that they had
been affected by incidents in the area of Digital Business Protection in the last 24 months, with
the theft of IT and telecommunications equipment (32 %), theft of sensitive digital data (23 %)
and non-digital theft of data and machines (21 %) as well as digital sabotage of systems (19 %)
being the most common types of attack. Other classic forms of cyber-attacks, such as digital
social engineering or spying on digital communication, were represented by only 11 %.° For
some response categories, the difficulty in distinguishing and delimiting the response categories
provided is striking: for example, the theft of digital data can also be caused by the theft of
physical devices. It also remains unclear in many studies what exactly is meant by an incident:
Due to a lack of definitions, this could be a registered attack attempt without consequences,
averted cyber-attack, an actual damage event or simply an IT malfunction.

The Bitkom study distinguishes between being affected and actually suffering damage: 47 %
of industrial companies have suffered damage from digital attacks in the last two years. The
three most common types of attack were malware (24 %), the exploitation of software vulner-
abilities (16 %) and phishing (16 %).5°

The GDV reports an overall victimisation rate of 30 %, with undefined attacks by e-mail (59 %)
and hacker attacks (26 %) among the most common types of attack.®! It should be noted here
that the degree of victimisation was defined with the occurrence of damage and generally no
time period was specified in which damage occurred. Furthermore, no explanation was given
as to which types of attack are hidden behind the "e-mails" mentioned (e.g. spam, social engi-
neering, etc.). According to the BSI, with 33 %, the impact of cyber security incidents on the
companies surveyed is similarly low in 2018. Here again, the degree to which they were af-
fected was not defined more precisely, although it was stated that in around half of the cases
the attacks were successful, e.g. had access to IT systems or influenced functionalities.®*> The
IHK Nord also reports unspecified 12-month prevalence of 33 %, but for the year 2013.%* The
Ponemon Institute cites strongly upwardly deviating prevalence for the fiscal year 2017. 98 %
of the companies surveyed had experience with malware, 69 % with phishing/ social engineer-
ing, 63 % with botnets, 43 % with stolen devices, 53 % with denial of service attacks, 40 %
with insider attacks and 27 % of the companies surveyed with ransomware attacks.®

The US communications group Verizon differentiates between "incident" and "Data
Breaches",®® but for the so-called incidents it names denial of service attacks (DoS) with over

7 See PwC Strategy& GmbH (2016).
38 See PricewaterhouseCoopers AG WPG (2017).; no definition of what constitutes a successful attack was given.
% Cf. Bitkom e.V. (2018).

60 Cf. ibid.

61 Cf. Gesamtverband der Deutschen Versicherungswirtschaft e.V. (2018).

62 Cf. Bundesamt fiir Sicherheit in der Informationstechnik (2019a).

63 Cf. Industrie- und Handelskammer Nord e.V. (2013).

64 Cf. Ponemon Institute (2017b).

65 Incident = A security event that compromises the integrity, availability or confidentiality of an information asset. Breach
= An Incident that results in confirmed disclosure of information to unauthorized third parties.
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70 %, losses due to errors with approx. 15 % and phishing with under 10 %.°¢ The American
IT company IBM has a more technical focus with its services for monitoring customer infra-
structure and names unexpected injections (79 %), information collection/analysis (8 %) and
employment of probabilistic techniques (5 %) as the main attack mechanisms.®” The UK insur-
ance company Hiscox reported that 45 % of respondents had suffered a cyber-attack in the last
12 months, but did not specify the underlying types of attack or what was considered an attack.®®
Klahr et al. also mention the type of attack that caused the most damage (12-month preva-
lence/largest damage) in addition to the 12-month prevalence.®® These were mainly fraudulent
emails or forwarding to fraudulent websites (72 %/ 43 %), malware or spyware (33 %/ 20 %),
others impersonating organisation in emails or online (27 %/ 12 %) and ransomware (17 %/
8 %).”° The Ponemon Institute sees general malware (77 %), exploit of existing software vul-
nerability (75 %) and web-borne malware attacks (64 %) as the three most common types of
attack. It is noticeable here that advanced persistent threats, with 51 %, is already in fifth place
out of eleven named, which seems a lot for such highly individualized and cost-intensive at-
tacks.”!

(b) Industries

The picture is also heterogeneous when it comes to the impact on the business sectors. Accord-
ing to Rantala, telecommunications (82 %), computer system design (79 %) and the manufac-
ture of durable goods (75 %) were most affected, while the forest/fishing (44 %), agriculture
(51 %) and catering (54 %) sectors were least affected’?. According to the results of the UK
Commercial Victimisation Survey, the sectors most affected by online crime between 2014 and
2017 were administration and support (36 %), information/communication (23 %) and manu-
facturing (7.5 %), based on different data sets.”

According to Bitkom, the most affected sectors were chemicals and pharmaceuticals (74 %)
and automotive engineering (68 %), with the study focusing on industrial companies.” The
British insurance company Hiscox sees the sectors financial services, energy, telecommunica-
tions and government institutions as being most affected, but without giving more precise fig-
ures.”” Verizon mainly lists the health (24 %), hotel and catering (15 %) and public sector
(14 %) sectors as victims,’® and IBM cites information and communication technology (33 %),
manufacturing (18 %) and financial services (17 %) as the main targets of attacks.”” When dif-
ferentiating prevalence by sector, it is striking that hardly any uniform sector definitions are

66 Cf. Verizon (2018).; all incidents were assigned to the groups Error, Hacking, Malware, Misuse, Physical and Social.

67 Cf. IBM Cooperation (2018).
68 Cf. Hiscox (2018).

6 Cf. Klahr et al. (2017).

70 Cf. ibid.

7L Cf. Ponemon Institute (2016).
72 Cf. Rantala (2008).

73 Cf. Osborne et al. (2018).

74 See Bitkom (2018).

75 Cf. Hiscox (2018).

76 Cf. Verizon (2018).

77 Cf. IBM Cooperation (2018).
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used, e.g. according to WZ08, NACE or ISIC, which makes direct comparison of these studies
almost impossible.

(¢) Size of companies

Prevalence by size of company show a comparatively homogeneous picture: larger companies
are attacked more frequently than smaller companies. For 2018, the BSI states that 43 % of
large (>250 employees) and only 26 % of small and medium-sized companies (<250 employ-
ees) were affected by cyber security incidents, but without defining more precisely what a cyber
security incident actually means.’”® Also according to Rantala, across all types of attack, larger
companies are more affected than smaller ones.” Hiscox also supports this observation, but
also makes clear that there is no linear relationship (the larger the company, the greater the risk).
Rather, large differences are also apparent within the groups. For example, companies with up
to 250 employees have prevalence of between 15 % and 55 % and companies with more than
250 employees have prevalence of between 60 % and 85 %.%° Deviating from the divided ob-
servation of higher prevalence rates in larger companies, Bitkom reports that industrial compa-
nies with more than 500 employees are less affected by cyber-attacks with a share of 60 % than
smaller companies (10 to 99 employees: 68 %; 100 to 499 employees 73 %).8! The communi-
cation company Verizon states that the majority (58 %) of the data breaches considered across
all industries occur among small companies.®? However, the Northern Chamber of Industry and
Commerce (IHK) sees no significant difference between the two directions and states that "the

size of the company has relatively little influence on the attack rate".*?

(d) Regional distribution

Comparatively few studies examine regional differences in the prevalence of cyber-attacks
against companies. In its 2018 report, Hiscox found that companies in Spain were most fre-
quently affected (57 % of incidents). This was followed by the Netherlands (50 %), Germany
(48 %), UK (40 %) and the USA (38 %).% This is very different from the previous year's report,
which only compared larger companies from three countries: According to this report, US com-
panies were most affected with 72 %, Germany was second most affected with 65 % and the
UK with 59 %.% In their meta-analysis based on data from the online platform Hackmageddon
for 2013, Gehem et al. also name the USA as the country most affected by cyber-attacks (ap-
prox. 58 %), followed by the UK (approx. 14 %).5

In view of the findings of the state of research described above, it is hardly possible to identify
clear trends with regard to prevalence, i.e. the extent to which companies are affected by cyber-

78 Cf. Bundesamt fiir Sicherheit in der Informationstechnik (2019b).

7 Cf. Rantala (2008): victimisation of companies in 2005 across all types of attacks: 2-24 employees (50%), 25-99 (59%),
100-999 (70%) and >1,000 employees (82%).

80 Cf. Hiscox (2018).

81 Cf. Bitkom e.V. (2018).

82 Cf. Verizon (2018).

8 Cf. Industrie- und Handelskammer Nord e.V. (2013).

84 Cf. Hiscox (2018). Only the five countries mentioned were considered.

85 Cf. Hiscox (2017). Only the three countries mentioned were considered.

8 Cf. Gehem et al. (2015).
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attacks. On the contrary, almost any statement seems possible, possibly due to different defini-
tions, procedures and samples.

2.4.4 IT securily structures

IT security structures are understood to be all technical and organisational measures of an or-
ganisation to protect itself against cyber-attacks in a preventive, compensatory or detective
manner. Information on IT security structures can be found in 25 of the 31 studies.

a) General self-assessment

According to a survey of more than 2,900 IT specialists conducted by the US technology com-
pany Cisco, 58 % rate their security infrastructure as currently secure.®” At a similar level, with
54 %, the surveyed companies estimate their cyber-resistance as high or very high, according
to the Ponemon Institute.®® The GDV figures are higher: According to this<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>